CITY OF WEST TORRENS

Notice of Committee Meeting

NOTICE IS HEREBY GIVEN in accordance with Sections 87 and 88 of the
Local Government Act 1999, that a meeting of the

AUDIT AND RISK PRESCRIBED COMMITTEE

Members: Councillor S Rypp (Presiding Member),
Councillor G Vlahos
Independent Members: R Haslam, E Moran, S Spadavecchia

of the

CITY OF WEST TORRENS

will be held in the Mayor's Reception Room, Civic Centre
165 Sir Donald Bradman Drive, Hilton

on

TUESDAY, 10 APRIL 2018
at 6.00pm

Terry Buss psMm
Chief Executive Officer

City of West Torrens Disclaimer

Please note that the contents of this Committee Agenda have yet to be considered by Council and
Committee recommendations may be altered or changed by the Council in the process of making the
formal Council decision.
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1 MEETING OPENED

1.1 Evacuation Procedures

2 PRESENT

3 APOLOGIES

4 DISCLOSURE STATEMENTS

Committee Members are required to:

1. Consider Section 73 and 75 of the Local Government Act 1999 and determine whether they
have a conflict of interest in any matter to be considered in this Agenda; and

2. Disclose these interests in accordance with the requirements of Sections 74 and 75A of the
Local Government Act 1999.

5 CONFIRMATION OF MINUTES

RECOMMENDATION

That the Minutes of the meeting of the Audit and Risk Committee held on 13 February 2018 be
confirmed as a true and correct record.

6 COMMUNICATION BY THE CHAIRPERSON

7 PRESENTATIONS
Nil
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8 OUTSTANDING REPORTS/ACTIONS
8.1 Open Actions Update
Brief

This report presents an update on the current status of open actions from previous meetings of the
Audit and Risk Prescribed General Committee.

RECOMMENDATION

It is recommended to the Audit and Risk Committee that it notes there are no current open actions.

Introduction

A report is presented to each ordinary meeting of the Audit and Risk Prescribed General
Committee (Committee) detailing the status of open actions from previous Committee meetings.
Discussion

As detailed in (Attachment 1), there are no open actions as at 31 March 2018.

Conclusion

This report advises that all open actions from previous meetings have been completed.

Attachments

1. Open Actions Report

Page 2 Iltem 8.1
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9 REPORTS OF THE CHIEF EXECUTIVE OFFICER
9.1 FINANCIAL REPORTING AND SUSTAINABILITY

9.1.1 Financial Reporting
Brief

This report lists those finance related reports which were considered by Council between
7 February 2018 and 3 April 2018.

RECOMMENDATION

It is recommended to the Audit and Risk Committee that the Financial Reporting report be
received.

Introduction

The Audit and Risk Prescribed General Committee (Committee) is presented with a list, at each of
its ordinary meetings, of those finance related reports considered by Council since the Committee's
last ordinary meeting. These reports and associated minutes, which are detailed below, are
available on Council's website at www.westtorrens.sa.gov.au.

Discussion

The following reports were considered by Council/Council Committee between 7 February 2018
and 3 April 2018.

20 February 2018

Creditor Payments

Taxi Voucher Usage

Elected Members' Telephones

Register of Allowances and Benefits - 6 Months to 31 December 2017
Council Budget report - SEVEN Months to 31 January 2018

Budget Review - December 2017

6 March 2018
e Nil

20 March 2018
¢ Creditor Payments
e Council Budget Report - EIGHT Months to 28 February 2018

03 April 2018
¢ Budget and Annual Business Plan 2018/19
Conclusion

This report lists finance related reports which were considered by Council between
7 February 2018 and 3 April 2018.

Attachments
Nil
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9.2 INTERNAL CONTROLS AND RISK MANAGEMENT SYSTEMS
Nil

9.3 INTERNAL AUDIT

9.3.1 Information Fraud Audit Report
Brief

This report presents the results of the Information Fraud Internal Audit.

RECOMMENDATION
The Committee recommends to Council that this report be received.

Introduction

In accordance with the approved Internal Audit Program 2015-2018, the Information Fraud Audit
(Audit) was approved and commenced in December 2017 in accordance with the approved scope
to report on:

e the adequacy and effectiveness of Council's approach to managing the risk of information
fraud;

¢ management of privileged access to information and core business systems (including

whether higher-risk information/systems are identified and managed appropriately);

controls related to cumulative access to information;

oversight and review of temporary access to information;

access controls related to personally identifiable information; and

handling of incoming documentation including, but not limited to, mail and tender responses.

Following completion of the Audit, a draft internal audit report (Report) was issued to the General
Manager Corporate and Regulatory, Manager Information Services and the Senior Administrator
for comment and individual risk assessment with a closing meeting held to provide an opportunity
to clarify audit findings with the Auditor. The final Report was provided to the Executive in March
2018 (Attachment 1).

Internal Audit Findings

The Auditor's found that the City of West Torrens' (CWT) approach to managing the risk of
information fraud is robust and substantially compliant with legislation, policy and procedure.
Strong controls are in place to manage access to privileged information and core business
systems. Policies and procedures are robust and well written. The Auditor also found that
Information Security (I1S) staff are conscientious and follow expected process.

Eleven (11) Audit findings were made by the auditor of which six (6) attracted a moderate level of
risk, four (4) attracted a low level of risk and one (1) was a better practice initiative.

All Audit findings are within CWT's risk tolerance levels. The recommendations are minor in nature
and the cost of implementing the recommendations exceeds the benefits, therefore progress
updates will not be reported to the Committee.

Conclusion

The Information Fraud Internal Audit, undertaken by Council's contract auditor has been
completed. Eleven (11) audit findings were made all of which are within CWT's risk tolerance
levels. As such, the Administration will implement the recommendations only if the benefit of doing
so exceeds the costs of resource allocation.

Attachments
1.  Audit Report CWT Information Fraud March 2018

Page 5 Item 9.3.1
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Galpins

City of West Torrens
Information Fraud

Internal Audit Report

Audited By: Tim Muhlhausler, Partner Galpins
Janna Burnham, Internal Audit Director Galpins
Jo Stewart-Rattray, Director of Information Security & IT Assurance BRM

Holdich

Elliot Raboy, Auditor Galpins
Draft Report Issued: February 2018
Final Report Presented: March 2018

Final Report Executive Management Approval: March 2018

Liability limited by a scheme approved under Professional Standards Legislation
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1. EXECUTIVE SUMMARY

1.1 Background

The approved 2017-18 Internal Audit Program provides for an internal audit to review the
City of West Torrens’ risk of information fraud. The Council Policy Fraud and Corruption
Prevention, Control, Reporting and Investigation describes fraud as meaning “the use of
misrepresentation, deception or dishonest conduct in order to obtain benefit from or cause
financial detriment to the CWT". Information fraud is one subset of fraud involving the
inappropriate access or use of an organisation’s information.

Information fraud can arise from weaknesses in an organisation’s information security.
Fraud can occur when individuals have greater access to information than is required to
perform their job roles or functions or when controls relating to the protection of
information can be bypassed or are less robust than they should be. The Australian
Government Information Security Manual (AGISM), while not mandated for Local
Government, has been used by audit as guiding principles which promote strong
information security (and therefore reduced risk of information fraud) within organisations.

It is well documented that a significant amount of fraud is uncovered via employee tipoffs.
Consequently, it is important to understand Council’s broader approach to minimising the
risk of information fraud.

1.2 Objectives and Scope

The objectives of the audit were to evaluate and report on the adequacy and effectiveness
of Council’s approach to managing the risk of information fraud. This was achieved through
a review of whether select information security controls are applied, as outlined in the
AGISM, including;

e management of privileged access to information and core business systems
(including whether higher-risk information/systems are identified and managed
appropriately);

e controls related to cumulative access to information;
e oversight and review of temporary access to information;
e access controls related to personally identifiable information; and

¢ handling of incoming documentation including, but not limited to, mail and tender
responses.

In addition, the audit reviewed:

e Progress against prior audit findings in relation to logical security of Technology One
Financials and BIS

e Council’s broader approach to preventing the risk of fraud at a high level.

Liability limited by a scheme approved under Professional Standards Legislation
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This review included, but was not limited to, the following:
e (Consideration of framework, policies and procedures in relation to information
access, including:
- Council Policy: Fraud and Corruption Prevention, Control, Reporting and
Investigation
- Administration Policy: Information Technology and its Use
¢ Assessment of the adequacy of the process for allocating and revoking information
privileges. This included:
- the approach to the allocation of basic privileges (for example, on a role
basis, by name)
- information access where staff members’ information needs change — for
example due to position changes, acting responsibilities, contract positions
- the approach to the use of mobile and portable storage devices
- authorisations required to grant information access (delegations and sign
offs required)
e Assessment of closure of findings from 2013 internal audit into Logical Security
(Technology One Financials and BIS)

The appropriateness of specific IT access was also tested in detail, based on risk. Risk was
assessed based on discussion with the Program Leader Audit and Risk, relevant General
Managers, auditor understanding of key risk areas (based on experience) and review of
available information. These areas included:
¢ Information privileges as granted to Freedom of Information (FOI) Officers
- thisincluded a review around the auditability of what information FOI
Officers and Software Administrators access
e A review of access to:
- tender information technology
- records information technology
e Physical access to information, particularly confidential mail

A list of documents reviewed and staff interviewed is included at Appendix 2.

1.3 Associated Risks

Potential risks associated with Information Fraud identified through Internal Audit include,
but are not limited to:
* Non-compliance with legislation such as, but not limited to, the ICAC Act, Local
Government Act and Mandatory Code of Conducted resulting in:
o investigation by an external agency
o fraud, corruption, misconduct and/or maladministration
o breach of employment and associated performance management
o conflicts of interest(s) not being declared
o reputational damage
= |nadequate monitoring, follow up and reporting

Liability limited by a scheme approved under Professional Standards Legislation
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1.4 Examples of Good Practice

Internal controls / processes assessed as demonstrating good practice in mitigating risk
included the following:

v" The Information Management team use the Local Government General Disclosure
Schedule to classify information that is stored and held by CWT, These classifications
are then used to determine the access rights and the retention period for this
information.

v FOI requests are initiated via an online service request available to the Governance
team via “GovHub”. The requests generate a helpdesk ticket which is then used to
provide appropriate access to the FOI officer. Access is automatically withdrawn
after a specific time period linked to the request.

v" Major CWT applications such as Objective, FinanceOne, Pathway and CHRIS21 have
auditable tracking, providing an electronic history of data being accessed or
downloaded.

¥" Automatic computer screen saver locks activate after ten minutes of idle time for
general staff and after four minutes for the Information Services (IS) team.

v Network passwords are set in accordance with the Microsoft Password Policy and
complexity is enforced.

v’ After audit fieldwork, the IS team introduced the use of Secure File Transfer Protocol
(SFTP) instead of the insecure File Transfer Protocol for transferring files with
external parties. This helps to avoid breaches of security when transferring data.

v System backup and recovery is set up and utilised with off-site replication.

v Disaster Recovery facilities are offsite and a formal agreement is in place with the
City of Adelaide.

v Users downloads are restricted and no local administration rights are assigned to
users. This means that applications cannot be downloaded to PCs. Unauthorised
downloads represent a large security risk if not managed appropriately.

v The onsite server room requires a swipe card and key access, which is only provided
to the IS team and management. This reduces the risk of unauthorised access to
information.

v Access to high risk information sharing sites such as Dropbox has been denied,
ensuring greater control over data imports and exports.

v All IT equipment is barcoded and registered.

¥v" Regular auditing of the inventory of authorised network devices occurs.

v" AllIT purchases are approved by the IS team before devices can be connected to the
network.

¥" IT hardware is either disposed of if not in use and destroyed at the CWT depot, or
records are removed by Information Services prior to recycling or sale.

v A process is in place for administrative staff to not open any physical mail marked
‘confidential’, ‘sensitive’ or similar.

o

Liability limited by a scheme approved under Professional Standards Legislation
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1.5 Key Findings and Recommendations

Overall, we found that the City of West Torrens’ (CWT’s) approach to managing the risk of
information fraud is robust and substantially compliant with legislation, policy and
procedure. Strong controls are in place to manage access to privileged information and core
business systems. Policies and procedures are robust and well written, and Audit found that
Information Security (IS) staff are conscientious and follow expected process.

Audit identified a need to formally document some processes, to reduce the risk of
information fraud occurring into the future. Currently, there is a reliance on the Information
Services and Information Management teams’ significant intellectual property and tacit
corporate knowledge that would be lost should these individuals leave CWT for any reason.
Such intellectual property and corporate knowledge should be harnessed and documented
to ensure that this knowledge is not lost and that the processes can be repeated when
necessary. For example, the processes related to opening tender boxes (both logical and
physical) and registering each response are strong, however these current processes require
documenting and dissemination to relevant staff.

During the course of our interviews with staff from both the Information Management and
Information Services teams, it seemed that there had been no formal training given in
relation to information fraud. It is understood that there is little available training specific
to this space however there may be some availability through professional bodies such as
AlIM or RIMPA.

Findings were rated in accordance with the CWT's Risk Management Framework, as follows:

Extreme risk recommendations

High risk recommendations

Moderate risk recommendations

Low risk recommendations

Better practice or improvement recommendations

Findings Summary Table

A summary of the internal audit findings is provided in the table below.

Finding and Recommendation/s - Risk Table High | Mod | Low
Risk Risk Risk

2.1 Potential for error in the access v
provisioning/de-provisioning process.

2.2 System Access across Council is devolved v
and ‘department based’ access granted
rather than role based access

2.3 There is a need for IS’ team members to v
have separate accounts for every day vs
privileged administrator activities

2.4 Updates to the Elected Members v
Electronic Communications Facilities Policy
should be communicated

Liability limited by a scheme approved under Professional Standards Legislation
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' Finding and Recommendation/s - Risk Table Mod | Low 1]
Risk | Risk | Practice

2.5 There is a need for the IS team to review
and approve the use of Cloud Services

2.6 There is a need to confirm the definition
of ‘confidentiality’ in the Policy

2.7 2013 Audit Findings: Implement an
annual review of user application access

2.8 Risk from external media connecting to
the CWT network

2.9 There is a need to introduce staff training
around information fraud

2.10 Introducing data leakage prevention v
tools

v

2.11 There is a need to use encrypted media

Section 2 of the report details the key findings and recommended actions proposed to be
undertaken by management.

Liability limited by a scheme approved under Professional Standards Legislation
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9.3.2 Procurement Roadmap Continuous Internal Audit Report - Stages 2 and 3
Brief

This report presents the results of Stages 2 and 3 of the Procurement Roadmap Continuous
Internal Audit.

RECOMMENDATION

The Committee recommends to Council that this report be received.

Introduction

In accordance with the approved Internal Audit Program 2015-2018, the Continuous Audit -
Procurement Roadmap (Audit) was approved and commenced in January 2015 to report on:

¢ the adequacy of documents, templates, policies etc. in providing legal protection and probity of
process;

e assurance at key milestones that procurement activity complies with procurement and
contractor management policies;

o the adequacy of internal controls to address the risk associated with procurement activity;
opportunities for the introduction of better practices and process improvement throughout the
life of the City of West Torrens Procurement Roadmap Program (the Program); and

e the management and resolution of the PMMS findings that form the basis of the Program.

This continuous/rolling audit was planned to be undertaken at each of the four key stages of the
Program to add value to each of its upcoming stages. The first of these audits was completed
during the first half of 2015 while this report presents the report from stages 2 and 3 of the Audit.

Discussion

As there was a delay in progressing the Procurement Roadmap (Roadmap), there was a delay in
the completion of stage 2. However, now that the Roadmap is underway again, there was value in
merging both stages 2 & 3 to confirm that the:

o Recommendations from stage 1 of the Audit were being implemented;

o Procurement had a strong intranet presence leading to an ease of obtaining relevant
procurement information;

e Document management is effective and compliant;

e Contractors are well managed in accordance with policy; and

e Stakeholders understood their procurement responsibilities through clearly defined
procurement roles.

The Audit was undertaken during December 2017 and January 2018 by Council's contract internal
auditor (Auditor).

Following completion of the Audit, a draft internal audit report (Report) was issued to the Senior
Strategic Procurement Officer and Manager Strategy and Business Services for comment and
individual risk assessment with a closing meeting held to provide an opportunity to clarify audit
findings with the Auditor. The final report was provided to the Executive in February 2018
(Attachment 1).

Stage 4, the final stage of this continuous audit, is expected to commence in August 2018.
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Internal Audit Findings

The auditor found that the organisation is making strong progress towards implementing the
Roadmap, in particular through the development of a rigorous procurement framework that meets
stakeholder needs and also conforms to ICAC (Independent Commissioner Against Corruption Act
2012) principles. While several opportunities for improvement were identified, all of which are low
or moderate risk, the Audit emphasises the strength of the overall procurement framework and
Roadmap.

Six (6) internal audit findings were identified with all findings attracting a moderate level of risk.

While the organisation tolerates moderate and low risk, the proposed recommendations add value
to the Program. Consequently, all recommendations will be actioned. However, given the level of
residual risk is within risk tolerance levels and the recommendations are of a minor nature, they are
not subject to priority actioning at this point but those that already form part of the Roadmap will be
actioned over the next six to twelve months.

Conclusion

Stages 2 and 3 of the Continuous Audit - Procurement Roadmap Program has been undertaken by
Council's contract internal auditor. The Audit found that the organisation has made good progress
towards implementing its Procurement Roadmap regardless of the unexpected delays. In
particular, it found that the procurement framework meets stakeholder needs, ICAC principles and
is likely to be robust enough to withstand an ICAC investigation.

As the findings are within risk tolerance levels and the recommendations are minor in nature,
progress updates will not be reported to each meeting of the Audit and Risk Committee.

Attachments

1. Continuous Audit - Procurement Roadmap Program Report - Stages 2 and 3
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Prepared by: Galpins Accountants Auditors and Business Consultants
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1. Executive Summary

1.1 Background

The City of West Torrens (CWT) is currently implementing a Procurement Roadmap Program, aimed
at improving the Council’s procurement framework and rigour. Initially sponsored by the Local
Government Association (LGA), the Roadmap Program aims to help councils identify opportunities to
save money and to also improve procurement efficiency. CWT has a list of actions to implement as
part of its roadmap.

In 2016-17, Council spent over $46 million on procurement activities. This represents a significant
proportion of Council’s income. Spend occurred across all areas of the business and with over 1100
different vendors. The Procurement Officer plays an important role in ensuring a consistent
approach to procurement across Council, in helping to work across departments to obtain buying
power / discounts for bulk purchases, ensuring probity by helping staff to follow appropriate
pracesses, and ensuring that appropriate contracts are used.

1.2  Audit Objectives

This continuous audit is being conducted in four stages to evaluate and report on:

= the adequacy of documents, templates, policies etc. in providing legal protection and probity
of process

= assurance at key milestones that procurement activity undertaken complies with
procurement and contractor management policies

= the adequacy of internal controls to address the risks associated with procurement activity

= opportunities for the introduction of better practices and process improvement throughout
the life of the Program, and

* management and resolution of the findings of the PMMS? Procurement Roadmap Program.

1.3 Audit Approach

The audit is being undertaken at four key stages of the Program. The scope of the audit is to review
each stage of the Program as it is completed, and this report is for Stages 2 and 3 of the continuous
audit. Stage 1 of the audit was finalised in April 2015, and due to a lack of resources in the
Procurement Team, there has subsequently been a three year gap. Therefore, the first step of this
audit was to re-familiarise with the CWT procurement environment.

Stage 2 then involved assessment of:

= the implementation of Stage 1 recommendations

LPMMS is a private consulting organisation with a procurement specialisation.

Procurement Roadmap - Stages 2 and 3 Page 3

Internal Audit — January 2018
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= intranet / information availability, including:
o the level of consultation
o the ease of obtaining procurement / contract management information
o sufficiency of evidence of probity of process (documentation and reporting)
o availability of templates including contracts and other documents
= roles and responsibilities, including:

o whether roles and responsibilities for procurement are documented clearly,
available and understood

o sufficiency of training available and provided to staff to undertake procurement
activity in accordance with internal expectations (policy, processes etc).

Stage 3 involved assessment of:
= document management, including:
o use and understanding of ECM naming conventions
o the ease of obtaining relevant procurement / contractor management information
o evidence of probity of process (documentation)

o if contract documents are readily available and appropriately authaorised within
delegated financial limits

o the compliance with contractor induction and monitoring

o the effectiveness of ECM/Pathway/Procurement Register to facilitate reminders for
contract and performance monitoring activities.

A new step in the scope, assessment of progress against the original Procurement Roadmap
recommendations, was included in this review. It replaces a review of contractor management
elements. Contractor management was removed from the scope of this audit as it is being
addressed in a separate 2018 review.

A summary of documentation reviewed and interviews conducted is at Appendix 1.

Procurement Roadmap - Stages 2 and 3 Page 4

Internal Audit —January 2018
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1.4 Summary of Results

Stage 1 of this audit identified that the CWT initially made strong progress in implementing the
procurement roadmap. Subsequently, due to staffing and responsibility changes, action to
strengthen the organisation’s procurement processes stalled.

The engagement of a new Senior Strategic Procurement Officer in 2017 has meant that work is now
underway to ensure the CWT obtains value for money and efficiency in the procurement space.
Audit’s review found that this officer has built on previous work and made significant progress in
implementing the Procurement Roadmap. In particular, improvement has occurred in relation to:

*  proactively using spend data to target those CWT staff that require procurement training

= working through a bulk of raw data to meaningfully understand procurement trends across
the CWT and to identify areas where savings and efficiencies can be made

* updating the ‘Compass’ procurement intranet site to make it more user friendly, and
*  promoting awareness of record keeping requirements on the Objective system.

Audit considers that a key risk to progress in implementing the Procurement Roadmap is that the
Procurement Officer’s role could be diverted/broadened to include other responsibilities. When this
previously happened, implementation of the Procurement Roadmap stalled.

A summary of the audit findings is below.

Audit scope element Audit’s assessment

Implementation of Stage 1 5 of 7 audit recommendations have been implemented.
audit recommendations

Intranet / Information ( The Compass intranet site is easy to use and includes
Availability templates/ guidance.
Roles and Responsibilities ' Roles and responsibilities are defined in policy. A procurement

training program is being progressively delivered.

Document Management Document management practices have improved. There is a
need for a reminder system for contract management.

Progress against the Most elements of ‘Phase 1’ of the roadmap have been
original Procurement implemented. Work is underway to implement ‘Phase 2’ actions,
Roadmap actions for example preparing a priority contract establishment program

and developing annual procurement plans with departments.

KEY: € Strong progress Progress underway, opportunities for improvement exist
@ significant work required

Procurement Roadmap - Stages 2 and 3 Page 5

Internal Audit — January 2018
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2. Findings

2.1

Implementation of Stage 1 Audit Recommendations

This section summarises the results of testing whether the recommendations from Stage 1 of this
continuous audit have been completed. Overall, 5 of 7 recommendations have either been
completed or partially completed. Full details are included in Appendix 2 of this report.

1. Consider including a requirement in
the draft procurement policy for
acquisition plans to be developed prior
to conducting a procurement exercise,
for example for high risk and/or high
value procurement. This may assist in
ensuring that procurement is
transparent, rigorously planned,
scoped and approved prior to market
approach.

Inclusion of this requirement must be
balanced against efficiency
considerations and CWT's other
existing methods for approving
procurement.

2. Clarify or strengthen requirements in
the draft procurement policy around
documentation and approval
requirements when exemptions from
the policy are required in approaching
the market. <further detail in Appendix
2>

3. To strengthen the CWT’s draft
procurement policy, consider:

¢ including guidance on contract
variations, and

¢ including guidance on use of
contingency funding.

4. Develop procedural guidelines for
staff on how to conduct the tendering
process. This will ensure strong probity
in tendering activities and help to avoid
a situation where the organisation is
unable to support a tender decision.

Agree with the
recommendation.

February 2016

Agree with the
recommendation.

September 2015

... Agree with including
guidance on
variations/contingencies in
policy.

'As a low risk, this will be
considered within the next
12 months.' (from April
2015)

Agree with the
recommendation.

Not yet completed.
There is not yet a policy
requirement for pre-
approval of a strategy
to approach market (ie
for Council to approve
the overall way that the
procurement is planned
/ why procurement is
necessary).

Completed.

Not yet completed.

Completed.

Procurement Roadmap - Stages 2 and 3

Internal Audit — January 2018

Page 6
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5. To ensure the ongoing engagement
of stakeholders with the Procurement
Roadmap, provide regular (for
example, bi-monthly or quarterly)
updates to Steering Group and
Reference Group members about
progress towards achieving the
roadmap.

6. Publish the CWT’s terms and
conditions for low value purchases on
an internet site. Include a link to this
site on all Purchase Orders.

Remind staff of the importance of
providing suppliers with a complete
listing of terms and conditions.

7. Consider revising the current draft

Purchasing, Tendering and the Sale and

Disposal of Assets ...
If a new policy is created to cover the

sale and disposal of assets, this should

cover key elements/principles in line
with the LGA Guide Policy for Disposal
of Land and Assets.

To ensure efficient allocation
of staff resources across the
organisation, meetings are
held as required when there
are issues to discuss.

Agree with the
recommendation...

March 2016

Agree with the
recommendation to remove
the sale and disposal and
create a separate policy.

October 2015.

Ongoing. Audit notes
that only two steering
committees were held
between 2015 and the
audit commencement —
onein June 2017 and
one in Sept 2017.

Completed.

Further detail in
Appendix 2.

Completed

The table above shows that only two recommendations have not been implemented to date. Audit
consider that there is still potential benefit in implementing these recommendations.

LT LBV Bl Review the outstanding recommendations from the Stage 1 Procurement Roadmap
continuous audit, and work to implement these.

Rating (Auditor) Moderate Likelihood Moderate (o[-0 4/ Moderate

Descriptor Reputation/
Financial

Rating (CWT) Likelihood Consequence/
Descriptor

Response

Target Date

Procurement Roadmap - Stages 2 and 3 Page 7

Internal Audit — January 2018
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2.2. Intranet / Information Availability

The audit scope called for a review of the adequacy of procurement information available on the
intranet.

v" Overall, a review of the Compass intranet site found that procurement information is
available and easy to locate. The website steps users through steps of the procurement
process and includes clear links to guidance and templates.

v" 2 of 3 stakeholders consulted as a part of the audit also commented that the intranet site is
user friendly. The third commented that she preferred to approach the Procurement Officer
directly, and did not try to use the website.

Audit tested a sample of contracts to understand whether appropriate documentation/templates
were used. This helped to demonstrate whether the procurement information on the intranet is
sufficient. Testing results are discussed in Section 2.4 — Document Management.

There are no recommendations for this section.

Procurement Roadmap - Stages 2 and 3 Page 8

Internal Audit — January 2018
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2.3. Roles and Responsibilities

The audit scope called for an assessment of whether the roles and responsibilities in relation to
procurement are readily available and understood across the:

= Centre-led Procurement Team
"  Procurers
=  Council representatives (contract managers).

This was to include an assessment of the sufficiency of training provided to staff in relation to
procurement.

Findings

Results of testing the clarity of roles and responsibilities are summarised in the table below.

Are procurement roles and v Roles and responsibilities are clearly defined. For
responsibilities defined? example, they are clearly set out in the Procurement
Policy and the Procurement Administration Policy.

Is a sufficient training program v" The new Procurement Officer has developed a training

in place in relation to strategy, and has also used internal spend data to identify

procurement? which CWT staff require this training. This is a proactive
way to target training where it is needed most.

o Audit viewed evidence that the training program
has begun.

o There was no procurement training between 2015
and late 2017, however it is positive that the new
Procurement Officer is now actively working to
address this need.

Does audit testing support v" Audit tested a range of procurement activities to assess
whether roles and compliance with responsibilities — for example whether
responsibilities are clearly the appropriate approach to market was used,
understood? appropriate evaluations occurred, procurement

recommendations were in place. Further detail is included
in Section 2.4 over page.

We found that, overall, there has been an improvement in
the awareness of roles and responsibilities between
2016/17 and 2018. We found it difficult to obtain
complete information when testing procurement from
2016/17, and found it easier to obtain information from
more recent procurement activities.

There are no recommendations for this section.

Procurement Roadmap - Stages 2 and 3 Page 9
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2.4. Document Management

The audit scope called for a review of the adequacy of document management, including the use of
file naming conventions, the ease of obtaining procurement information and evidence of probity of
process. It also asked for a review of the effectiveness of the Objective system in facilitating
reminders for contract and performance monitoring activities.

Findings

Audit conducted testing on a sample of 31 procurement activities from 2016/17, and a further seven
(7) procurement activities from the Contracts Register from late 2017. The sample choice from 2016-
17 was chosen randomly, based on spend information from the CWT’s financial system. The
difficulty in this method was that contracts/procurement may have occurred long before the
2016/17 spend. As the Contracts Register for that time period had very little detail, this was our only
way of trying to identify and test 2016/17 procurement.

The sample choice from late 2017 was chosen more deliberately, from contracts identified in the
Contracts Register. Results are summarised below.

Objective file naming
conventions and file
paths used

Ease of obtaining
relevant procurement
information

Evidence of probity of
process
(documentation)
available

Difficult to track.
Intermittent use of
conventions.

Difficult, Contracts /
relevant
documentation
obtained in 5 (of 31)
instances from
Objective system.

Needed to approach
staff directly for
information.

Improved file naming. A staff
member is also allocated to
ensuring filing of documentation.

Easier to obtain information.
Contracts / key information
obtained for 7 of 7 sample items
from Objective system.

Mixed results. Further detail in
the following table. For example,
require improvements in relation
to risk assessment and
maintaining documentation on
file.

The table over page includes further detail of testing procurement from late 2017. The details of the
procurement testing from 2016/17 are not included as this procurement happened prior to the new
Procurement Officer beginning work with the CWT.

Procurement Roadmap - Stages 2 and 3 Page 10
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Risk assessment on file? 70f7—no

Appropriate approach to market as per 7 of 7—vyes
estimated value?

RFQ form on file? 5 of 7—vyes
20of7-no

Evaluation / assessment (record of) on 4 of 7—vyes

file? 30of 7-no

Responses kept on file? 5of 7—vyes
20f7-no

Contract on file? 3 of 5 relevant — yes

2 of 5 relevant — no

The table above indicates that recordkeeping in Objective is not complete. For example, although
risk assessment is a mandatory step in the procurement process, this step is routinely not
undertaken for procurement.

We note that our testing was of procurement activities that have been declared and formally
entered into Objective, and that other procurement may have occurred with documentation kept
wholly outside of the system. This presents a risk of Council not being able to demonstrate probity
and appropriate processes in procurement activities.

It is also impartant to note that the Objective system has been set up to make record keeping as
easy as possible. The procurement support officer creates four e-folders in Objective when a
contract number is requested, and it is clear what documentation is required. In addition, this officer
follows up with officers to request that they put all documentation on the system. Deficiencies in
record keeping, therefore, are not system related.

There is opportunity, as a part of the ongoing training program, to educate CWT staff about what
procurement documentation is required to be used and stored in the Objective system.

G L BELT WA Continue providing regular training and reminders to CWT staff about the
importance of filing all key procurement documentation in the Objective system.
This will facilitate Council’s ability to demonstrate probity and appropriate process in
procurement activities.

Rating (Auditor) Moderate Likelihood Moderate (T 1L (-l Moderate

Descriptor Reputation

Rating (CWT) Likelihood Consequence/
Descriptor

Response

Target Date

Procurement Roadmap - Stages 2 and 3 Page 11
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BEWET T EL BN Educate CWT staff responsible for procuring goods and services about the
mandatory risk assessment process required to be undertaken before conducting
procurement exercises. This education could be included as a part of the formal
procurement training program, and as part other ongoing one on one interactions
with staff.

Rating (Auditor) Moderate Likelihood Moderate Consequence/ RVIsLEENE

Descriptor Reputation

Rating (CWT) Likelihood Consequence/
Descriptor

Response

Target Date

BT In W EHL Y Implement a process to check the adequacy of record keeping for a sample of
procurement activities each quarter. Report on results to the Executive team. This
process is aimed to help promote a ‘tone from the top’ that encourages
organisation-wide compliance.

Rating (Auditor) Moderate Likelihood Moderate Consequence/ WVleLEENE
Descriptor Reputation

Rating (CWT) Likelihood Consequence/
Descriptor

Response

Target Date

Using the Objective System for Contract Monitoring

The audit also assessed whether the Objective system facilitates reminders for contract and
performance monitoring activities. This functionality can be very important in helping internal staff
to drive value from contracts, for example in regularly checking that deliverables are obtained and
milestones achieved.

The Objective system does not currently facilitate reminders for contracts and performance
monitoring activities. The Procurement Officer explained that there may be other internally owned
software capable of this functionality. There is opportunity for the Procurement Officer to further
explore how reminders can be set up to assist in contract management.

Procurement Roadmap - Stages 2 and 3 Page 12
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LGl e ELiei Bl Research and implement a process that regularly reminds contract managers of
deliverables / key monitoring actions as a part of managing their contracts.

Rating (Auditor) Moderate Likelihood Moderate L L 1A=y Moderate
Descriptor Financial

Rating (CWT) Likelihood Consequence/
Descriptor

Response

Target Date

Procurement Roadmap - Stages 2 and 3 Page 13
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3. Added Value: Additional Insights

This section includes discussion of items noted for improvement during this audit. These findings were
outside of the direct scope of the audit, and therefore are included separately in this section. In
accordance with Internal Audit standards, we are obliged to report items that we consider may
potentially impact on the achievement of the organisation’s objectives.

3.1. Risk to implementation of the Procurement Roadmap

Audit considers that a key risk to progress in implementing the Procurement Roadmap is that the
Procurement Officer’s role could be diverted/broadened to include other responsibilities. When this
happened to the previous procurement officers, implementation of the Procurement Roadmap
stalled. For example, further work in developing procurement panels, delivering procurement
training and achieving procurement targets did not occur.

To help the CWT achieve savings and efficiency benefits from the Procurement Roadmap and from a
strong procurement function, it may be useful to confirm a commitment to ensuring that thereis a
resource allocated to this role, and that the role is not diluted with other responsibilities.

It is noteworthy that, during audit fieldwork, we received positive feedback from staff about the
Procurement Officer, including the benefit of having someone to approach with procurement
queries. They felt it was helpful to be able to ask questions about a range of things, including
process, risk, request specifications.

One way of ensuring that management is aware of the value of the Senior Strategic Procurement
Officer’'s work is to ensure that the Procurement Savings and Benefits Register is regularly updated.
This register does not only need to include examples of tangible savings, but can include examples of
successes in ensuring appropriate procurement across the CWT. For example, include:

instances (anonymous if required) where officers have approached the Procurement Officer
to request a contract be put in place for activities that were previously informal, and

examples of departments / officers that approached for help in relation to areas of risk.

CELG G EV G Nl Ensure that the role of the Senior Strategic Procurement Officer remains dedicated
to strengthening the procurement function across CWT.

Rating (Auditor) Moderate Likelihood Moderate (LN Moderate
Descriptor Reputation

Rating (CWT) Likelihood Consequence/
Descriptor

Response

Target Date

Procurement Roadmap - Stages 2 and 3 Page 16

Internal Audit — January 2018

Page 44 10 April 2018



Audit and Risk Prescribed Committee Item 9.3.2 - Attachment 1

Galpins

City of West Torrens

Appendix 1: Documentation Reviewed / Interviews
Conducted

Key documentation reviewed as a part of this engagement is listed below. Further documentation
was also reviewed, this list is high-level for ease of reading and understanding the scope of
assessment conducted:

=  The Procurement Roadmap

=  Procurement Policy

= Procurement Roadmap Action Plan 2017

= Spend information / reports, for example;
o Spend category matrix
o CWT savings and benefits register
o 2016-17 CWT Panel Contract Spend
o Data of full 2016-17

= Contract information relating to the audit sample (as available, including requests for
quotation/tender, purchase recommendations, contracts, quotations etc).

= Training Strategy 2018
= Procurement Steering Committee documentation

*  Procurement templates.

In addition, interviews were held with:
= Robyn Cusick, Senior Strategic Procurement Officer

Further interviews were held with staff involved in procurement activities identified through random
sampling:

= Margaret Steuart
= Baskar Kanappan

= (Celine Luya.

Procurement Roadmap - Stages 2 and 3 Page 17
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Appendix 2: Implementation of Stage 1 Audit

Recommendations

Detail of implementation of audit recommendations.

 Stage 1 Recommendation

1. Consider including a requirement in
the draft procurement policy for
acquisition plans to be developed prior
to conducting a procurement exercise,
for example for high risk and/or high
value procurement. This may assist in
ensuring that procurement is
transparent, rigorously planned, scoped

and approved prior to market approach.

Inclusion of this requirement must be
balanced against efficiency
considerations and CWT’s other existing
methods for approving procurement

2. Clarify or strengthen requirements in
the draft procurement policy around
documentation and approval
requirements when exemptions from
the policy are required in approaching
the market. For example, what approval
(if any) is required when officers wish
to:

e enter into direct negotiation with a
supplier instead of releasing a
Request for Tender

e obtain a reduced number of quotes
than the standard

e use an alternative procurement
method than that identified in the
policy.

This will assist in demonstrating probity

in line with ICAC requirements.

" Response and due date

Agree with the
recommendation,
Acquisition strategies to be
developed for high value
procurements. Itis
anticipated a position will
be implemented within 12
months

February 2016

Agree with the
recommendation. Need to
determine appropriate
mechanism for
implementing so as to
minimise the
administrative effort.

September 2015

Implemented?

Not implemented.

There is not yet a policy
requirement for pre-
approval of a strategy to
approach market (ie for
Council to approve the
overall way that the
procurement is planned /
why procurement is
necessary).

Complete.

Procurement Roadmap - Stages 2 and 3
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ge 1 Recommendation
3. To strengthen the CWT’s draft
procurement policy, consider:
¢ including guidance on contract
variations, and
¢ including guidance on use of
contingency funding.

4. Develop procedural guidelines for
staff on how to conduct the tendering
process. This will ensure strong probity
in tendering activities and help to avoid
a situation where the organisation is
unable to support a tender decision.

5. To ensure the ongoing engagement
of stakeholders with the Procurement
Roadmap, provide regular (for example,
bi-monthly or quarterly) updates to
Steering Group and Reference Group
members about progress towards
achieving the roadmap.

Response and due date
Risk ratings do not
determine the
procurement method to be
used. They inform the
document type ie.
conditions of contract.
Agree with including
guidance on
variations/contingencies in
policy. Not inclined to
include a requirement for
lessons learned in a policy
document but may include
on the intranet as a good
practice guideline.

'As a low risk, this will be
considered within the next
12 months.' (from April
2015)

Agree with the
recommendation. Process
is the subject of a
continuous improvement
project including electronic
tendering options.

30 September 2015 to
determine desired solution
To ensure efficient
allocation of staff resources
across the organisation,
meetings are held as
required when there are
issues to discuss.

Implemented?
Not yet complete.

Complete. Procedural
guidance on the
Compass procurement
website.

Partially complete. Audit
notes that only two
steering committees
were held between 2015
and the audit
commencement —one in
June 2017 and one in
Sept 2017.

Procurement Roadmap - Stages 2 and 3 Page 19
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Stage 1 Recommendation

6. Publish the CWT’s terms and
conditions for low value purchases on
an internet site. Include a link to this
site on all Purchase Orders.

Remind staff of the importance of
providing suppliers with a complete
listing of terms and conditions.

7. Consider revising the current draft
Purchasing, Tendering and the Sale and
Disposal of Assets policy to either:

e include more detailed
guidelines sale or disposal of
assets, in line with the LGA
Guide Policy for Disposal of
Land and Assets, or

* remove the section on the sale
or disposal to a separate new

policy.

If a new policy is created to cover the
sale and disposal of assets, this should
cover key elements/principles in line
with the LGA Guide Policy for Disposal

of Land and Assets.

| Response and due date
Agree with the
recommendation, this is
low risk when assessed
against the CWT Risk
Matrix (likelihood &
consequence) and will be
actioned within twelve
months.

March 2016

Agree with the
recommendation to
remove the sale and
disposal and create a
separate policy.

October 2015.

Implemented?
Complete. This step was
achieved, but Audit
found that the link on
the web site has been
removed.

We note that our current
testing identified that
terms and conditions are
automatically attached
to Purchase Orders.
Therefore, the intent of
this recommendation has
been achieved.

Complete

Procurement Roadmap - Stages 2 and 3
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9.3.3 2017-2018 Internal Audit Program Update
Brief
This report presents the 2017-2018 Internal Audit Program Update.

RECOMMENDATION

It is recommended to the Audit and Risk Committee that the 2017-2018 Internal Audit Program
update report be received.

Introduction

An update report is provided to each ordinary meeting of the Audit and Risk Prescribed General
Committee (Committee) on the status of current and, if appropriate, the previous Internal Audit
Program.

Discussion

This report summarises the status of all planned audits contained in the 2017-18 Internal Audit
Program (Program) as at 31 March 2018. The full internal audit program update is attached
(Attachment 1).

Summary
Audit Status Number
Audits Not Started 3
Complete 7
In Progress 4
Total Audits Programmed (excluding staged audits) 14
Audit Status (Staged Audits) Number
Staged Audits Not Started 2
Staged Audits Complete 1
Staged Audits in Progress 0
Total Staged Audits 3
Cancelled/Deferred 1
Total Audits 18

Audits Completed

Two (2) of the programmed audits have been completed since 13 February 2018 bringing the total
to eight (8) for the year:

No. | Audit Description Meeting Presented
1. Information Fraud April 2018
2. Continuous Audit Procurement Roadmap Stages 2 & 3 April 2018
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Compliance Audits in Progress

The following audits are in progress as at 31 March 2018:

1. The Community Consultation audit is currently underway, an opening meeting occurred during
March 2018. The scope for this audit is attached (Attachment 2).

2. The Governance Framework audit is currently underway, with an opening meeting scheduled
for April 2018. The scope for this audit is attached (Attachment 3).

Audits Cancelled

The following audit has been cancelled:

1. Cash Handling Spot Audit was cancelled at the suggestion of the Audit Committee.

Facilitative/Staged Audits Underway

The following three (3) facilitative and staged audits will continue to be progressed with activity
spanning over multiple internal audit programs:

1. Debtor Management - currently underway.

2. Maintenance of Plant and Equipment.

3. Continuous Audit - Procurement Roadmap (CAPR) - Currently underway. Stages 2 and 3
completed at 31 March 2018 - Stage 4 to be progressed.

Conclusion

Following the deletion of the Cash Handling Spot Audit from the 2017-18 Internal Audit Program,
eight (8) of the remaining planned seventeen (17) audits (approx. 50%) are complete as at the end
of the third quarter. Of the remaining nine (9) audits, four (4) are in progress and five (5) have not
started. Overall twelve (12) of the planned seventeen (17) audits (70%) are either complete or in
progress. As such, the completion of the 2017-18 Internal Audit Program is essentially on track.

Attachments

1. 2017-2018 Internal Audit Program Update
2. Community Consultation Internal Audit Scope
3. Governance Framework Internal Audit Scope
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S

City of West Torrens

Between the City and the Sea
Internal Audit Scope

Community Consultation Audit

Introduction

The approved 2017-18 Internal Audit Program provides for an internal audit to review
the effectiveness of the City of West Torrens’ community consultation when aligning
and forming key business strategies. Public consultation constitutes one aspect of
Council’s decision-making process. In consulting with the public, Council seeks to
ascertain the views, ideas and concerns of the community and stakeholders,
therefore allowing for informed decisions to be made. The Local Government Act
1999 (SA) (the Act) provides basic requirements for local government in consulting
and engagement with their communities.

It is acknowledged that there are a wide breadth of consultation methods and there is
no 'one size fits all' strategy to suit each consultation activity. Consequently, it is
important to understand Council’'s broader approach to minimising the risk of poor
decision making based on inappropriate community consultation.

Audit Objectives

The objectives of the audit are to evaluate and report on the adequacy and
effectiveness of Council’s approach to community consultation when aligning and
forming key business strategies such as the Community Plan and associated
corporate and departmental service plans.

This will be achieved through a review of whether appropriate community
consultation tools, methods and strategies are used including:

o Whether community consultation strategies reflect the scale, purpose and
level of public interest in the Council's decision or project.

o What principles have been considered in the design and implementation of
community consultation activities.

e - Management and documentation of community consultation activities.

 Handling and management of responses to community consultation activities
and strategies

Audit Scope
This audit wifl include, but not be limited to, the following:

e Consideration of framework, policies and procedures in relation to community
consultation, not limited to:
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o Council Policy: Public Consultation
o Administration Policy: Public Consultation
o Draft Community Engagement Strategy
» Consideration of community consultation activities and strategies against the
International Association for Public Participation (IAP2) model.
e Consideration of community consultation activities and strategies for plans,
budgets and other documents legislatively requiring community consultation.

[n addition, the audit will review:

e Past community consultation strategies against the draft Community
Engagement Strategy and Council Policy: Public Consultation

e Council’s broader approach to preventing the risk of poor decision making
based on inadequate community consultation

¢ The implications of recent common law decisions to current community
consultation strategies with specific reference to Coastal Ecology Protection
Group Inc & Ors v City of Charles Sturt [2017] SASC 136

Approach

The Program Leader Internal Audit and Risk will distribute the scope and overview of
work to be performed with the relevant stakeholders prior to the commencement of
testing. An opening meeting will be held with relevant managers where the Auditor
will discuss the scope and overview of work to be performed prior to the
commencement of testing.

A key component of the audit is to conduct interviews with managers and staff with
the responsibility of community consultation, to establish any issues, concerns or
opportunities for improvements. Field-testing will be undertaken to establish if
controls are implemented that are effective in addressing high to extreme risks.

An audit will be undertaken of available documents including CWT policies,
documentation, procedure manuals, performance reports, correspondence etc. This
is critical in supporting audit recommendations and providing evidence to support
audit conclusions.

The audit is to be assessed using CWT approved Enterprise Risk Management
Framework and tools.

Risks

Potential risks associated with community consultation identified through Internal
Audit include, but are not limited to:

e Non-compliance with the Local Government Act 1999, policies and strategies
resulting in:
o investigation by an external agency
o fraud, corruption, misconduct and/or maladministration
o litigation
o reputation damage
¢ |nadequate monitoring, follow up and reporting.
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Community Consultation Audit Scope

General Administration
This audit will be performed by Galpins.

Initial planning, interview and scoping commenced March 2018 with fieldwork and
reporting to commence by negotiation during April 2018. A draft report will be
completed for Management comment by 31 May 2018 to allow for corrections of fact
and management comments to be incorporated. The final report will be issued to the
Executive Management Team for review. ;

Audit Findings and Recommendation Ratings
Compliance Rating

Audit must provide a compliance rating. Compliance ratings are classified as having
a good level of compliance, a substantial level of compliance, a partial level of
compliance or as being not compliant.

Recommended actions are classified as corrective where they relate directly to
legislative, policy or procedural requirements and/or present an unacceptable level of
risk to Council and improvement where they are in response to generally accepted
industry standards or better practice.

Definitions are as classified in the table below.

' Non compliant There is no evidence of compliance with legislation,
_policy, procedure and/or internal controls.

| Partial level of There is partial evidence of compliance with legislation,
. compliance | policy, procedure and/or internal controls. i
- Substantial level of There is a substantial level of compliance with
_compliance | legislation, policy, procedure and/or internal controls.
- Good level of There is a good level of compliance with legislation,

. compliance policy, procedure and/or internal controls.

Control Risk Rating

Findings/issues are classified in accordance with a risk rating consistent with
Council’s Risk Management Framework so that recommendations are reported as:

Extreme risk recommendations

High risk recommendations

Moderate risk recommendations

Low risk recommendations

Better practice or improvement recommendations
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Sign Off

| have read the above Internal Audit Assignment Plan and | am satisfied the
objectives and scope meet the expectations for this audit.

Signed

/”_ﬂ;\) T )i

\

General Manager Business and Community Services

Date /7‘_\27{\ %
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S

City of West Torrens
Belween the City and the Sea

Internal Audit Scope

Legislative Audit: Governance
Compliance

Introduction

Elected Members, from time to time, experience conflicts of interests between their
personal affairs and matters requiring the consideration of Council. Part 4 Division 3
of the Local Government Act 1999 (SA) (the Act) provides the statutory procedures
that must be undertaken by Elected Members in relation to conflicts of interest, their
disclosure and management. The Mandatory Code of Conduct for Council Members
also states that the Act must be complied with in regards to conflicts of interest so
that decisions are made without bias and in the best interests of the whole
community.

The approved 2017-18 Internal Audit Program provides for an internal audit to review
the CWT's Governance Framework compliance with the Act. However, rather than
audit a large process and as a result of the recent media focus on Elected Member's
compliance with the conflict of interests provisions contained in the Act , the audit has
been refocussed to the management of conflict of interest provisions.

Audit Objectives

The objectives of the review are to evaluate and report on the level of compliance
with the:

Local Government Act 1999 (SA) - Part 4 Division 3

Local Government (General) Regulations 2013 (SA)

Mandatory Code of Conduct for Council Members

City of West Torrens Statutory Code - Code of Practice - Procedures at Meetings
Any identified opportunities for the introduction of better practices and process
improvement.

Scope Exclusions
The Audit will specifically exclude the following:
e Processes to manage Council employee conflicts of interest disclosures.

e Compliance of the City of West Torrens Statutory Code - Code of Practice -
Procedures at Meetings against the Act or associated Regulations.

Page 62

10 April 2018



Audit and Risk Prescribed Committee Item 9.3.3 - Attachment 3

Legislative Audit - Governance Compliance

e Procedures and processes dealt with under the Act or the Local Government
(Procedures at Meetings) Regulations 2013 except insofar as the management of
Elected Member conflicts of interest.

Approach

The Program Leader Audit and Risk will discuss the scope and overview of work, to
be performed, with the contract internal auditor prior to the commencement of testing.

The Program Leader Internal Audit and Risk will distribute the scope and overview of
work to be performed with the Executive Coordinator - Office of the Mayor and CEO
and the Executive Assistant within this department prior to the Audit engagement.

The key components of this audit are to:

1. Review available documentation e.g. legislation, policies, conflict of interest
disclosure forms, procedures, manuals, working documents and files etc. used in
fulfilling CWT's responsibilities under the Act to determine compliance with the
Act. ‘

2. Conduct interviews with key managers, staff and stakeholders to establish any
issues, concerns and potential improvements.

Risks

Potential risks associated with administering the Act as identified by Internal Audit
include, but are not limited to:

¢ Non-compliance with legislation
e |nadequate records management and review processes
» Failure to act on a conflict of interest matter that compromises the reputation
of the CWT such as:
o a customer complaint
o investigation by an external agency
o litigation or prosecution

General Administration
This audit will be performed by Council's contract legal auditors, Wallmans Lawyers.

Initial planning, interview and scoping commenced during January with fieldwork and
reporting to be conducted between March and April 2018.

A draft report is required to:
¢ Include an excel spreadsheet or word table that contains
recommendations/assessments
e Be issued to the Internal Auditor for comment, and
Allow for corrections of fact and incorporation of managers comment and risk
assessment using CWT approved Enterprise Risk Management Framework
and tools.
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The final report will be issued to the Executive Management Team and the Executive
Coordinator. This report will also be tabled at the Audit and Risk Committee meeting
for review.

A draft report for management consideration should be completed by the end of June
2018.

Audit Findings and Recommendation Ratings
Compliance Rating

Findings are classified as having a good level of compliance, a partial level of
compliance, a substantial level of compliance or as being not compliant.

Recommended actions are classified as corrective where they relate directly to
legislative, policy or procedural requirements and/or present an unacceptable level of
risk to Council and improvement where they are in response to generally accepted
industry standards or better practice.

Definitions are as classified in the table below.

Non-compliant - There is no evidence of compliance with legislation,
policy, procedure and/or internal controls.
Partial level of - There is partial evidence of compliance with legislation,
compliance ~ policy, procedure and/or internal controls.
Substantial level of There is a substantial level of compliance with
compliance legislation, policy, procedure and/or internal controls.
Good level of - There is a good level of compliance with legislation,
compliance . policy, procedure and internal controls.
Control Risk Rating

Findings/issues are classified in accordance with a risk rating consistent with
Council’'s Risk Management Framework so that recommendations are reported as:

Extreme risk recommendations

High risk recommendations

Moderate risk recommendations

Low risk recommendations

Better practice or improvement recommendations
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Legislative Audit - Governance Compliance

Sign Off

| have read the above Internal Audit Scope and | am satisfied the objectives and
approach meet the expectations for this audit.

Signed

-
—— == S5—
General Manager Business and Community Services

Date 2| } 2h¥
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9.4

9.5

10

11

12

EXTERNAL AUDIT

Nil

COMMITTEE PERFORMANCE AND REPORTING

Nil

OTHER BUSINESS

CONFIDENTIAL
Nil

NEXT MEETING

12 June 2018, 6.00pm in the Mayor's Reception Room.

13

MEETING CLOSE
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