CITY OF WEST TORRENS

Notice of Committee Meeting

NOTICE IS HEREBY GIVEN in accordance with Sections 87 and 88 of the
Local Government Act 1999, that a meeting of the

AUDIT AND RISK PRESCRIBED GENERAL COMMITTEE
Members: Councillor A Mangos (Presiding Member),
Councillor I Woodward, Mr R Haslam, Ms E Moran, Mr S Spadavecchia.
of the
CITY OF WEST TORRENS

will be held in the Mayor's Reception Room, Civic Centre
165 Sir Donald Bradman Drive, Hilton

on

WEDNESDAY, 20 JULY 2016
at 6.00 PM

Terry Buss
Chief Executive Officer

City of West Torrens Disclaimer

Please note that the contents of this Committee Agenda have yet to be considered by Council and
recommendations may be altered or changed by the Council in the process of making the formal Council
decision.
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1. MEETING OPENED

1.1 Evacuation Procedure

2. PRESENT

In attendance:

Mr Michael Kelledy KelledyJones Lawyers

Ms Sue Curran Manager Business Services (substantive position - currently Manager
Community Services

Mr Tim Mulhauser  Galpins

3. APOLOGIES

4, PRESENTATIONS

4.1 Role of Committee - Michael Kelledy, KelledyJones Lawyers
4.2 Procurement Roadmap Update - Sue Curran, Manager Business Services

5. DISCLOSURE STATEMENTS
Committee Members are required to:

1. Consider Section 73 of the Local Government Act 1999 and determine whether they have a
conflict of interest in any matter to be considered in this Agenda; and

2. Disclose these interests in accordance with the requirements of Sections 74 and 75 of the
Local Government Act 1999.
6. CONFIRMATION OF MINUTES

RECOMMENDATION

That the Minutes of the meeting of the Audit and Risk Committee held on 12 April 2016 be
confirmed as a true and correct record.

7. COMMUNICATIONS BY THE CHAIRPERSON
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8. OUTSTANDING REPORTS/ACTIONS
8.1 Open Actions

Brief

This report presents an update on the current status of open actions from previous meetings of
the Audit and Risk Prescribed General Committee

RECOMMENDATION(S)

It is recommended to Audit and Risk Prescribed General Committee that it notes progress
against the reported open actions.

Introduction

The Open Actions report is provided to each ordinary meeting of the Audit and Risk Prescribed
General Committee (Committee).

Discussion

This report provides an update on the current status of open actions resulting from previous
Committee meetings (Attachment 1). Of the six (6) outstanding actions, two (2) are complete,
two (2) are in progress and two (2) are not required to commence until later this year.

Conclusion
This report provides details of the status of the Committee's open actions.



Page 3

AUDIT AND RISK COMMITTEE

20 July 2016

ATTACHMENT 1

‘M3IAS] pUR AIOSIADE

10 1eu1 Buiaqg (01 8y} 01 UcnE|B.

ul AjJginaiped ‘uoisiacld 1salaul

10 101JU02 ay] Jo uoneoldde syl pue

910z [udy | sseiboig u| Bupsew 9L0z Anr 0z sy Je sspwwog sy |- | SkOC S3YILILIOD B} JO 9[04 Y} O} Uole|al
0] Juasalid 0] pa|npayas sisAmeT] sauor-Apa||ay nr Ul BUIleaW 1XeU S}l 18 SeRILILLOD
ay) 01 Juasald slaAme] sauor-Apa|ley
‘@a]jIWLILLION HSIY pue
}pNy 3y) Jo 2|0y - AVIAPY |ebe | ¢
"921ILILLIOD 23] JO SluaLIaASIYoE
b ,m,q_._w oL0zZ pue saiAl}oe ay] s|ielap jeyl
st ssalbolid u| ‘epuabe sy} Ul pajuassald poday jenuuy yeiq lounoD 03 Joday [enuuy e Jussald
[EnuLY /SO deg 0] S2ILIWIOD ¥SIy puUe 1IpNY 8y |
KEWS) yoday [enuuy Jo uoneluasald | z
9L0c
| 1deg uI slaquiaul aaiLuwWoD) ay)
Juswalinbal BYId 9L0c 0} peplaoid aq 0} sjpays JUsWISsesse
[enuuy PSLEIS JON S0 190 -J|9g "leah yora usxeuspun aq
SEND 0] 99]ILULLOY) 3Y] JO JUSWISSasSSE-||ag
JuswIssassy-jes | |
SNOILOVY N3dO
papodaypasiel shje)g uaxye) suonoy ajep
Areuibrio wiay (0}
whie]

alpym s/Bunssy

smejs

sy pue IpNY [eussiu| 19pes welbold = ¥8yIld

$20IM9G Uegin JeBeuel [elsuas) = SAIND

Aoje|nbay g aelodion 1sbeugy |BISUSS = YOWD

s801AI9S ALUNWLWOY g ssauishg Jabeuely [eleuan = SO8IIND
120140 9ARNSSX3 IBIYD = 03D

wea | uswabeuey aAlnoaxg = 1 INT

910¢ sunpr

suonoe uado
93JIWIWOY YSiY pue lipny



Page 4

HROWD aul Ag
. 9OJJILULLIOD BU] 0} [lewa BIA paplacid
SSjnuitu o030 91L0¢ se ‘g)nuiw sy} Ul suondwnssy 186png

lid aye|dwo
o10¢ eV Il 9 910z Iudy gL 8yl ynm psinguisip suoidwnssy Idy ayj apnjaul 03 paaibe 03D eyl

suonduinssy }sbpng | 9

‘Bunesw 910z
sunp 7| sy 03 Jold swi sjgesalbe
910z Ajjeninw e je siaquisjy SaIWWoD
910z Aenigad 9)9|dwon ‘910 8UNr 81.pa1in220 BuImMBIA 030 pajsalaiul 1o} sjosfold JuaLno
unp pue sjasse Ay s,|1ounoy Jo Buimala
e abuelle Ja2IQ SAIINSSXT JaIuD ay |

buimaip Jossy Aoy | §

SNOILLOV A3131dINOD

‘Buluiel; 01 uoneal ul
2L0Z-¥ 10T ueld wewebeuep Ainfuj
pue Alales ylesH MIoaA 8yl ul sdeb
papIEIS 10N SMOWD @@f@m aU] U0 SISA[BUR [BLISIUI UB SS]ILUWIOYD

ay3 Jo Buiesw 910z 1snbny
8y} 01 JUesald 0] UonensIUILPY 8y |

uonen|ens |dM SOMVYOT | ¢

paylodal/pasiel shje)s usye)} suonoy ae
Jep
Ajeuibuio wey oY
pbie]
aJaym s/bunasyp snjeys

20 July 2016

AUDIT AND RISK COMMITTEE

910z 2unp
%Sl pue Ypny [eulsiu| JepesT welbold = YevIld
se0IMeg Ueqln JeBeuey [elauan = SNIND
AoieinBay ¥ selodion Jabeuely [ei12U2S) = HOWD suoloe Cwn_o

seolaleg Alunwwoy) g sseuisng JeBeuely [elauss = §ORAND 39JIWWOD }SIY pue Jipny
1901 eAlNoSxd BIYD = 030
wes ] wewsbeuep saNsexg = LN



AUDIT AND RISK COMMITTEE Page 5
20 July 2016

9. REPORTS OF CHIEF EXECUTIVE OFFICER
9.1 FINANCIAL REPORTING AND SUSTAINABILITY
9.1.1 Financial Reporting

Brief

This report lists those finance related reports which were considered by Council between 06 April
2016 and 19 July 2016

RECOMMENDATION(S)

It is recommended to Audit and Risk Prescribed General Committee that this report be received.

Introduction

The Audit and Risk Prescribed General Committee (the Committee) is presented with a list, at
each ordinary meeting, of those finance related reports considered by Council since the
Committee's last ordinary meeting. These reports and associated minutes, which are detailed
below, are available on Council's website at www.westtorrens.sa.gov.au.

Discussion

The following reports were considered by Council/Council Committee between 06 April 2016 and
19 July 2016.

19 April 2016
Proposed NRM Levies for 2016/17

e Property Leases

e Council Budget Report - Nine months to March 31 2016
¢ Mendelson Financial Report March 2016

e Creditor Payments

05 May 2016

¢ Adelaide Cobras - Forgiveness of Debt
¢ Membership to the Australian Coastal Councils Association

17 May 2016

e Property Leases

e Budget Review - March 2016

o Elected Members Telephones

o Register of Allowances and Benefits - 9 Months to 31 March 2016
e Council Budget Report - Ten months to 30 April 2016

e Taxi Voucher Usage

e Creditor Payments

21 June 2016

¢ Investment of St Martins' Sale Proceeds

Property Leases

Council Budget Report - Eleven months to May 31 2016

Creditor Payments

Public Consultation on the Draft Budget and Annual Business Plan for 2016/17



AUDIT AND RISK COMMITTEE Page 6
20 July 2016

05 July 2016

¢ Adoption of the Budget and Annual Business Plan and Declaration of the Rates for 2016/17
e Creditor Payments
¢ Mendelson Financial Report June 2016 Interim

19 July 2016 (in the Council agenda but not yet considered at the time of finalising this report)
e Creditor Payments
e Mendelson Financial Report June 2016 Interim

Conclusion

This report lists those finance related reports which were considered by Council between 06 April
2016 and 19 July 2016.
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9.2 INTERNAL CONTROLS AND RISK MANAGEMENT SYSTEMS

Nil

9.3 INTERNAL AUDIT
9.3.1 Internal Audit Program Update

Brief
This report presents the final 2015-2016 Internal Audit Program Update.

RECOMMENDATION(S)

It is recommended to the Audit and Risk Prescribed General Committee that this report be
received.

Introduction

An update report is provided to each ordinary meeting of the Audit and Risk Prescribed General
Committee (the Committee) on the status of current and, if appropriate, the previous Internal
Audit Program.

Discussion

This report summarises the status of all audits contained in the 2015-16 Internal Audit Program
(the Program) to date as follows:

Audit Status Number
Complete 6

In Progress 5

Due to Commence between Q3-Q4 0
Deferred / Rolled Over 2

Total Audits Programmed 13
(excluding staged audits)

Cancelled 2

The 2015/16 Internal Audit Program Report as at 30 June 2016 is attached (Attachment 1).
Audits Completed

Six (6) of the thirteen (13) programmed audits, which do not include the four (4) staged/facilitative
audits, have been completed since July 2015:

No. | Audit Description Meeting Presented

1. Roads (Opening and Closing Act) 1991. August 2015

2. Local Government Act 1999 - Procedures at Meetings and Access to August 2015
Meetings and Documents.

3. Third party audit - Vic Roads Not Applicable

4, Delegations and Register of Interests February 2016

5. Comprehensive - SA Public Health Act 2011 internal July 2016

6. Lease Royalties

*The Lease Royalties audit has been completed and will be presented to the October 2016
meeting of the Commiittee.
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Compliance Audits in Progress

1. The Lease Management Review of Non-Compliance internal audit commenced during May
2016.

2. The Elected Member Payment and Expenses internal audit commenced during June 2016.

3. Event Management internal audit has been scoped to be undertaken by the contract internal
auditor commencing in July 2016.

Facilitative Audits Underway

A facilitative audit aims to add value by assisting the stakeholder(s) to put governance

mechanisms in place. An outcome driven audit working with the stakeholder through facilitation,

advice and consultation to establish objectives and agreed outcomes.

The following two (2) audits are facilitative audits spanning multiple internal audit programs:

1. Debtor Management - This facilitative audit is in progress, a gap analysis has been
undertaken

2. The Maintenance of Plant and Equipment - City Works - stage one is currently underway and
an update is provided within this agenda.

The Gap Analysis for both facilitative audits is complete and contained in this agenda.
Continuous (Staged) Audits Underway

A continuous audit is a larger audit with many interrelated components, that may be segmented
into key test stages, to track and record assurance/completion and to add value throughout the
project/activity over time.

The following two (2) audits are continuous audits spanning multiple internal audit programs:

1. Continuous Audit - Procurement Roadmap (CAPR)
2. Internal Controls - Self-Assessment (ICSA)

Stage 1 of the CAPR audit is complete and the report was presented to the April 2015 meeting of
the Committee, Stage 2 has not yet commenced. The ICSA audit is currently in progress.

Audits Not Started (rolled over into the 2016-17 Annual Audit Program)

The following two (2) audits are yet to commence and have been rolled over into the 2016-17
Internal Audit Program:

1. Thebarton Community Centre - Conditions of Use and Debtor Receipting
2. Staff Health and Safety - Internal Controls from the Operational Risk Register

Note: The audits marked with an (*) are currently being scoped.
Audits Cancelled

1. Turf and Irrigation Audit - as reported previously to the Committee.
2. Network Drives Records Management - Refer to Attachment 1.
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Audit Plan Progress

Eleven (11) of the thirteen (13) planned audits are either complete or in progress i.e. 85%.
This is the final update for the 2015/-6 Internal Audit Program. It is expected that the three
compliance audit in progress will be complete by the first quarter of 2016-2017. The remaining
two compliance audits will be carried over to the 2016-17 Internal Audit Program.

Conclusion
This report presents a final update on the status of the 2015-2016 Internal Audit Program.
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ATTACHMENT 2

| w
=
o

Project Overview M
Client: City of West Torrens | Project Title: SME Security Services §

Client Contact; Christopher James Proposal Date: 04/06/2015 -
Project Code ADL-CWT-15-2957 | Contract Period: 12 months 8
Account Manager; Grant Hughes Proposal Version: 11 -8
e e ¢

Pro]eetll Jtail

' Bébkgmunﬂ and For over a dacacla larger orgahisaﬁons'ﬁave been 'invasl'ing sigriiﬁcant resources to
Objectives; securing their information. As a consequence they have made it much harder for
criminals to obtain their information.

Smaller organisations hold much of the same valuable information as large
organisations, and are now a much more attractive target for these criminals.

What is your information? Who Is impacted?
| Intellectual property | Your customers/clients
| Strategic planning | Your employees
| Financial information | Your ex-employees
| Marketing material | Your partners
| Competitor analysis | Statutory bodies
| Internal budgets/finances | Government
| Price lists/Margins | Media
| Customer information | Your competitors
| Other confidential | You
information

This program will assist City of West Torrens to identify and manage risk and will help
to increase the organisation’s security posture. The SME Security Services program is
an annual service designed to cover the following five categories;

INDEPENDENT INFORMATION SECURITY
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Project Detail a
O
Project Scope & The scope of the program is to provide the following services over the length of the -3
Methodology: contract period, beginning from the delivery of the first Vulnerability Discovery 3
assessment. The program includes: o
Vulnerablliity Discovery o
e
Perform an initial vulnerability assessment by scanning your external facing environment (@)
to identify any vulnerability. g

INDEPENDENT

Vulnerability Consultation

An executive summary of the Vulnerability assessment will be provided to your
arganisation. This will be accompanied by a phone consultation with one of our
information security specialists to discuss the results and outcomes.

Security Incident Response

If a Security incident occurs, support will be provided over the telephone during
normal business hours (9am-5pm) for the duration of the contract

First 15 minutes with consultant advice: No charge.
Subsequent 15 minutes intervals. $60.00

Information Security Awareness

A subscription for our 'BeSecuritySmart' information security awareness videos will be
included for your employees for the contract period. The CQR BeSecuritySmart
program consists of a suite of videos covering a broad range of issues that confront
organisations and users every day. The videos feature animation and talking head
visuals. The topics covered in the awareness videos are:

Video  Topic
1 Introduction to Information Security
2 Protecting Your Digital Identity
3 Passwords
4 Bring Your Own Device
5 Safe Intermet Use
6 Email Security
7 Scams and Social Engineering
8 Workplace Security
9 Information Security at Home
10 Handiing Sensitive Information
1 Mobile Phone and Tablets
12 Laptop Security
13 Security Incidents
14 Social Media

These videos have regular updates to incorporate new security practices and changes
to the threat landscape. Each video comes with Q&A document for use in staff
assessments and all videos include a subtitled version.

INFORMATION

SECURITY
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Q

Propect Detail
Audit and Continuous Improvement

Enable your organisation to understand the improvements that have been made during
the year.

Conduct a second vulnerability assessment scan of your external facing
environment;

The executive summary letter will be updated to reflect the changes; and
Conduct a one hour phone consultation with one of our information security
specialists to discuss the results of the vulnerability assessment.

|lesodoud WwJioj-110ys

The following is not in the scope of this project:

Support for the remediation of identified vulnerabilities is not within the scope
of this proposal however recommendations are made in the scan results.

Project The following project assumptions have been made:

Assumptions:
City of West Torrens will provide its external IP addresses and associated
FQDN (Fully Qualified Domain Name) prior to the first scan;
All work is remote and via email and telephone etc. (unless otherwise agreed);
and
The information security awareness videos will be provided on a USB drive to
City of West Torrens. It is the responsibility of City of West Torrens to
distribute to end users in a manner suitable to its environment.
The initial point of contact for the security incident response services is your
CQR account manager.
Onsite incident response will be provided with a "best effort” SLA at a rate of
$350 per hour, minimum of 2 hours. Should ongoing support extend beyond
normal business hours then rates are subject to 50% uplift for the period of
after-hours work.

Project The following project constraints have been identified:

Constraints:
All services including the information security awareness video licencing expire
after the contract period and can be separately renewed to continue after this
period;
These services only apply to organisations with up to 200 full time employees;
The vulnerability scans are for up to 10 extemal facing (public) IP / FQDN
combinations (there can be multiple FQDNs associated with a single IP);
City of West Torrens (and any applicable 3" party hosting providers) must
complete a Vulnerability Assessment Authorisation (VAA) form prior to the
vulnerability assessment scan commencing; and
City of West Torrens must sign the information security awareness video
licencing terms and conditions prior to taking delivery of the videos.
Incident Response calls will be completed by nominated contacts and not for
the general purpose of employees.

INDEPENDENT INFORMATION SECURITY
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o
e
O
o -
Project Detail Lo
o : : o
Project Risks: Where a 3™ party hosting provider exists, they may refuse to agree to a vulnerability —
assessment. 3
 Deliverables: The following lists the core deliverables over the over the contract period. :,U
Two reports per year detailing the detected vulnerabilities from each -8
vulnerability assessment; (@)
Two executive summary letters per year documenting the key findings from g
each vulnerability assessment; =.
Phone consultation with one of our information security specialists to discuss
the results of each vulnerability assessment, up to one hour;
All of the BeSecuritySmart information security awareness videos; and
Telephone incident response, first 15 minutes complimentary
Invoicing The following invoicing options are available:
Conditions:
Monthly instalments via a scheduled direct debit, with the first instalment
payable on proposal acceptance; or
$5,000 excl. GST upfront on proposal acceptance.
Project Approval Signoff
Client: City of West Torrens
Project Title: SME Security Services
Project Code: ADL-CWT-15-2957
Proposal Version: 10

Client Sponsor Signature:

Client Sponsor Name:
Date:

CR=EST

INDEPENDENT INFORMATION SECURITY
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9.3.2 Progress Report - Internal Audit Recommendations and Actions

Brief
This report presents progress against those internal audit recommendations that have been

approved for actioning, as at 30 June 2016.
RECOMMENDATION(S)

It is recommended to the Audit and Risk Prescribed General Committee that this report be
received.

Introduction

The Internal Audit Recommendation and Action Progress Report (Report) is presented on a six-
monthly basis to the Audit and Risk Committee (the Committee). This Report details the status of
all internal audit recommendations that have been assessed as being within residual risk
tolerance level of moderate or below and that have been approved by the relevant manager for
non-priority actioning (Actions).

Discussion
The Report for the period 1 Jan 2016 to 30 June 2016 is attached (Attachment 1).

At the commencement of this review period, there were a total of (38) actions approved for non-
priority actioning. The status of these actions is summarised in the table below:

Status Number
Not Started 12

In Progress 18
Complete 8

Total Actions 38
Outstanding Actions 30

Completed Actions are shown as bronze in Attachment 1 with those actions in-progress not
shaded and those not started shown in yellow.

Eight (8) of the total actions were completed with good progress being made against the (18)
eighteen identified as 'in progress'. Of the (12) twelve actions not started, all are long term
actions which are aligned to the next policy review date (which could be within the next four/five
years). Of the (18) eighteen actions in progress, (16) sixteen have exceeded/extended the
original target date by greater than twelve months however, it is important to note that all of these
actions are within the City of West Torrens' tolerance level and therefore non-completion of these
actions results in no material impact on the risk exposure of the organisation.

Conclusion

The six monthly Internal Audit Recommendation Action Progress Report details the status of
those thirty-eight (38) internal audit recommendations that were approved for non-priority
actioning of which 26 (68%) are either complete or in progress.
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9.3.3 Annual Internal Audit Program 2016 - 2017

Brief
This report presents the Draft Internal Audit Program 2016-2017.

RECOMMENDATION(S)

It is recommended to the Audit and Risk Prescribed General Committee that it receives the
Internal Audit Program for 2016-2017.

Introduction

The 2015-2018 Internal Audit Plan (Plan) was received by the Audit and Risk Committee (the
Committee) in April 2015.

The Plan was prepared using risk based methodology, in accordance with the Administration
Policy - Risk Management Framework and is reviewed on an annual basis. This review results in
the development of an annual Internal Audit Program.

The Plan has been subject to its annual review and the 2016/17 Internal Audit Program
(Program) is presented to the Committee for its information (Attachment 1).

Discussion

Proposed 2016/17 Internal Audit Program

The co-sourced distribution of the internal audit function between the Program Leader Internal
Audit and Risk and Council's contract internal auditor's will remain with 2016-17 audit
budget/resources allocated as follows:

e 0.5FTE Program Leader Internal Audit and Risk
e $60,000 - contract internal assurance audits
e $12,000 - legislative compliance audits

In addition to the use of risk based methodology, the Program has been developed with these
resources in mind. The previous 2015-16 Internal Audit Program provided for a minimum of 6
(six) contract internal auditor - assurance based reviews and a minimum of 2 (two) contract legal
auditor - legislative compliance audits and spot audits completed by the Program Leader Internal
Audit and Risk as required.

Two of those audits were not started and have been rolled into the Program as have three that
are currently in progress.

The two that have not started are below

1. Thebarton Community Centre - Conditions of Use and Debtor Receipting
An audit to determine the adequacy of processes to ensure compliance with Thebarton
Community Centre's Terms and Conditions of Hire and accuracy of debtor receipting
(classification of hire, transactions and deposits) and the appropriateness of fees and
charges to ensure cost minimisation.

2.  Staff Health and Safety - Internal Controls from the Operational Risk Register
This audit will be re-focussed to determine the veracity of internal controls against
departmental hazard registers.
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The three that are in progress are detailed below:

3. Elected Member Payments and Expenses
4, Lease Management Review of Non-Compliances
5. Community Services Event Management

The audit objectives are presented in Attachment 1:

The following audits are in the Plan, scheduled for 2016-17, and so have been included in the
Program.

6. Business Continuity Plan - Review and Exercise Event
A surprise mock event or scenario to test the effectiveness of the Business Continuity Plan
(BCP) when dealing with the event/scenario.

7. Accounts Payable
An audit designed to test compliance with legislation, policies, and procedures and to
provide assurance on the accuracy of records, payments and creditor details.

8. PDP Program, Corporate and Business Unit Training Plans
Training needs analysis and corporate training plan has been regularly identified as a non-
conformance in the external WHS-KPI audits. This audit will review the development and
progress against the training plans developed as part of the PDP process.

9.  Section 7 Statements
Significant changes occurred to the Land Sales and Conveyancing Act during 2014 (the
Act), this audit will review legislative compliance with the Act.

10. Food Act 2001
A comprehensive legislative compliance audit against the Food Act 2001.

11. Immunisation Service
A small spot audit designed to test compliance with the Standard Operating
Guideline/procedure to test whether the controls for staff/patient safety are existent.

12. VicRoads Audit
Annual compliance audit mandated by the VicRoads agreement.

13. Safety Data Sheets (SDS Management)
Spot audit across various departments to review chemicals listed in Chem-Alert (or
alternate register) are appropriately purchased, stored and managed in accordance with
the relevant WHS policy.

The following audit has been included in the Program:

14. Information Services Security Audit
This audit takes place over twelve months undertaking two vulnerability assessments. The
audit also adds value with the inclusion of 12 month access to CQR's security awareness
video's which may be used for self-assessment.

The following audits are staged/facilitative audits which span over multiple audit programs and so
are included in the Program:

15. Facilitative Audit - Maintenance of Plant and Equipment
A facilitative audit which spanning multiple audit programs, this audit is currently in
progress.
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16.

17.

18.

Facilitative Audit - Debtor Management
A facilitative audit which spanning multiple audit programs, this audit is currently in
progress.

Procurement Roadmap (Continuous Audit)

An internal audit aligned to the Procurement Roadmap program (the program) to track, test
and record assurance at key stages of the program. This is considered important to ensure
delivery and compliance/key outcomes of the program are met.

Internal Controls Self-Assessment

A facilitative process is underway between the Manager Financial Services, Contract
Internal Auditor Galpins and the Project Leader Internal Audit and Risk to propose a risk
based methodology be attached to the Internal Financial Controls Self-Assessment. If
successful, this project will deliver resource savings and clarity for future audit programs.

The following two audits have been recommended for removal from the Program:

1. Accommodation Bond Compliance
This legislative audit related to the accommodation bond holdings at St Martins Aged Care
Facility. The City of West Torrens no longer owns or manages this facility.
2.  Work Health Safety Document Management
Council's corporate records management system (ECM DataWorks) is being replaced by a
new system during 2016-17. As a result, this audit will be removed from the Program.
Conclusion

This report presents the 2016-2017 Internal Audit Program. This is an extensive list of audits
given the allocated resources, however three (3) of the five (5) audits rolled-over are currently in
progress and five (5) audits are facilities or continuous which may span multiple audit programs
and so, while extensive, the Program is achievable.
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ATTACHMENT 2

Y

City of West Torrens
Belween the City and the Sea

Internal Audit Scope

Event Management

Introduction

The approved Audit Program 2014-15 provides for an internal audit of Event
Management. Until recently the City of West Torrens (CWT) operated Civic and
Community events in isolation with the responsibility for planning and executing
events resting with individual departments/officers. CWT recognised that event
management expertise was largely unavailable throughout the organisation and sort
to improve corporate resources. Consequently, the Media and Events Department
established a Promotion and Events Officer (PEO) position whose expertise event
planners may use. As a result, significant traction in assisting stakeholders with event
promition and delivery has been achieved.

CWT has not documented a corporate policy on event management or approved any
specific methodology, therefore audit is unable to assess compliance. Instead, the
purpose of this audit is to review some of the 2015-16 event management processes
that occurred with a view to providing opportunities for better practice and risk
mitigation. The audit will survey stakeholders to measure the organisation's current
event management peformance and to recommend opportunities to improve
efficiency.

Audit Objectives

The objectives of the audit are to evaluate and report on:

e The review of two significant and one minor event across the organisation since
July 2015.

» Design, undertake and present the results of a stakeholder survey to measure
current performance, strengths, weakness and opportunities to improve

efficiency.

« Identified opportunities for the introduction of better practices and process
improvement.

Approach

A key component of the audit is to conduct interviews with relevant
managers/supervisors, staff and stakeholders to establish any issues, concerns or
potential improvements. The Program Leader Internal Audit and Risk will discuss the
scope and overview of the work to be performed with the Manager Business Services
prior to the commencement of testing.
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A review of available documentation such as legislation, policies, budgets, event
plans or risk assessments, council/performance reports etc. will be undertaken. This
is critical in supporting review comments and providing evidence to support audit
conclusions. Field-testing may be undertaken to establish whether or not controls
are in place and are effective in addressing extreme or high risks.

The audit is to be assessed using CWT approved Risk Management Framework and
tools.

Risks

Potential risks associated with Event Management include as identified by Internal
Audit include, but is not limited to:
¢ Failure to deliver quality events on time and within budget
¢ Failure to manage event risks or hazards resulting in:
o Aninjury to staff or public; or
o Exposure of CWT to litigation/financial damages; or
o Reputation damage; or
o Poor participation levels

General Administration
This audit will be performed by Insert Name.

Initial planning, interview and scoping commenced on Insert Date with fieldwork and
reporting to be conducted between Month & Year and Month & Year.

A draft report is required to:
¢ Include an excel spreadsheet or word table that contains
recommendations/assessments
+ Be issued to the Internal Audit Officer for management comment, and
Allow for corrections of fact and incorporation of management comments and
risk assessment using CWT approved Risk Management Framework and
tools.

The final report will be issued to the Executive Management Team and Manager
Business Services. This report will also be tabled at the Audit and Risk Committee
meeting for review.

The draft report for management consideration should be completed by the end of
June 2016.

Audit Findings and Recommendation Ratings

Compliance Rating

Findings are classified as having a good level of compliance, a substantial level of
compliance, a partial level of compliance or as being not compliant.
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Recommended actions are classified as corrective where they relate directly to
legislative, policy or procedural requirements and/or present an unacceptable level of
risk to Council and improvement where they are in response to generally accepted
industry standards or better practice.

Definitions are as classified in the table below.

' Non compliant There is no evidence of compliance with legislation,

policy, procedure and/or internal controls. |

| Partial level of There is partial evidence of compliance with legislation, ‘
. compliance policy, procedure and/or internal controls. o

" Substantial level of There is a substantial level of compliance with '
compliance _ | legislation, policy, procedure and/or internal controls.

| Good level of ' There is a good level of compliance with legislation, ‘

_compliance | policy, procedure and/or internal controls. |

Control Risk Rating

Findings/issues are classified in accordance with a risk rating consistent with
Council’s Risk Management Framework so that recommendations are reported as:

Extreme risk recommendations

High risk recommendations

Moderate risk recommendations

Low risk recommendations

Better practice or improvement recommendations

Sign Off

| have read the above Internal Audit Scope and | am satisfied the objectives and
scope meet the expectations for this audit.

Signed
—_ | —

General Manager Business and
Community Services

Date &b/kﬂ(/é"
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9.3.4 Maintenance of Plant and Equipment (Stage 1 - Gap Analysis) Facilitative Audit

Brief
This report presents the outcomes of Stage 1 of the Facilitative Audit - Maintenance of Plant and

Equipment (Gap Analysis).
RECOMMENDATION(S)

It is recommended to the Audit and Risk Prescribed General Committee that this report be
received.

Introduction

This report presents a progress update of Stage 1 of the Facilitative Audit - Maintenance of Plant
and Equipment (Audit). The full audit scope was presented to the February 2016 meeting of the
Audit and Risk Committee (the Committee).

Discussion

Stage 1 of this Audit required the audit team to undertake a 'walk through' of current processes
and document a ‘Gap Analysis'.

The Gap Analysis (Attachment 1) presents the current state of compliance against the
Administration Policy - WHS Plant Safety and applicable WHS legislation. The Audit has
comprised the following processes:

¢ Opening meeting held 31 March 2016 with the audit team comprising:
= Tim Muhlhausler, Contract Internal Auditor, (Galpins)
= Wayne Wilson, Adelaide OHS Consultants (via Galpins).
= Darryl Whicker, Program Leader Internal Audit and Risk
» Lio D'Amico, Coordinator Fleet, Cleansing and Support Services
= Marco Pietrobon, Asset Officer Engineering

e Walk-through of current process with City Works staff (mechanics and the Coordinator Fleet,
Cleansing and Support Services) - April 2016

e Draft Gap Analysis issued - April 2016

¢ Interview with WHS Coordinator - April 2016

e Presentation of final Gap-Analysis - June 2016

The next step and subsequent stages of the Facilitative Audit are outlined below:

Stage 1 - continued - Solutions and Project Plan

The Gap Analysis will be used to inform the next part of the Audit requiring the audit team to
devise a project plan that proposes solutions, assigns roles and responsibilities, deliverables and
timeframes. The draft project plan will be distributed to both the Manager City Works and
Manager HR and Service Centre for comment. Galpins will review the action plan to provide
assurance that it addresses the current gaps, when measured against applicable Work Health
and Safety legislation and supporting codes of practice, prior to its presentation to the Executive.

City Works/Information Services departments are considering an IT solution using Conquest so a
meeting will be held with these stakeholders to help inform the process by supplying the gaps
identified, resource availability, data collected etc.
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Stage 2 - Implementation

The approved project plan will be used by the Administration to guide the implementation of
works in accordance with the roles and responsibilities identified. Galpins will be removed from
this process to enable them to review the overall compliance against the identified
deliverables/outcomes in Stage 3.

Stage 3 - Compliance Audit

Galpins will undertake a compliance audit against the project outcomes to determine whether the
solution has been fully implemented. In addition, Galpins will review the City of West Torrens
fleet management processes to determine compliance with policy and determine whether the
CWT fleet strategy is optimal in terms of physical/financial needs.

Conclusion

The Facilitative Audit - Maintenance of Plant and Equipment is underway with the current state of
compliance documented in the attached Gap Analysis. This report will be used by the audit team
as the basis to design and implement a solution which supports long term compliance against the
Administration Policy - WHS Plant Safety and applicable Work Health and Safety legislation.
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9.3.5 SA Public Health Act 2011 Internal Audit

Brief
This report presents the results of the Public Health Act 2011 internal audit.

RECOMMENDATION(S)

It is recommended to the Audit and Risk Prescribed General Committee that this report be
received.

Introduction

In accordance with the approved Internal Audit Program 2015-2016 and scope, a Public Health
Act 2011 legislative compliance audit (the audit) was undertaken by Council's Contract Legal
Auditor (the Auditor). The objective of the audit was to report on the level of compliance with the:

e South Australian Public Health Act 2011 (SAPH Act);

e South Australian Public Health (General) Regulations 2013 (General Regulations);

e South Australian Public Health (Legionella) Regulations 2013 (Legionella Regulations);

e South Australian Public Health (Wastewater) Regulations 2013 (Wastewater Regulations);
and to identify opportunities for the introduction of better practices and process improvement.

Discussion

The audit scope focussed on compliance of the City of West Torrens (CWT) with the identified
legislation. Following completion of the audit, a draft Audit Report (the Report) was issued to the
Manager Regulatory Services for comment and individual risk assessment during July 2014. The
final report is attached for review (Attachment 1).

Internal Audit Findings and Compliance Rating
The audit concluded that the CWT has a good level of compliance with identified legislation with
all findings within risk tolerance levels and the recommendations minor in nature.

Ten (10) audit findings were made, three (3) internal audit findings were assessed by the auditor
as attracting a low level of risk while seven (7) audit findings were reported as better practice
opportunities. While the organisation tolerates moderate and low risks, the proposed
recommendations add value to the process. Consequently, actioning of all low risk findings was
agreed and four of the seven (4/7) better practice opportunities will be pursued.

Given the level of residual risk is within tolerance and the findings are of a minor nature, they are
not subject to priority actioning and will form part of the program to be as part of relevant review
cycles ranging from September 2016 to December 2017.

Conclusion

The Public Health Act 2011 internal audit, undertaken by Council's contract legal auditor, found a
good level of compliance with the identified legislation. As the audit findings are within risk
tolerance levels and the recommendations minor in nature, progress updates will not be reported
to each meeting of the Committee, rather, they will be reported along with other agreed actions
that are within tolerance levels, on a six monthly basis.
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ATTACHMENT 1

Draft 2: 7 June 2016 ;\3
WALLMANS

LAWYERS

City of West Torrens
Internal legislative audit: Public Health Act 2011
[7 June 2016]
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Draft 2. 7 June 2016 Q\B
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Audit report
1. Context
1.1 We are engaged by the City of West Torrens (Council) to undertake a legislative
audit in respect of the Public Health Act 20171 (Audit).
1.2 This report sets out the scope of the Audit and methodology utilised by us to
undertake the Audit.
2. Objective
2.1 The objectives of the Audit are to:
(a) evaluate and report on the Council's compliance with the:
() South Australian Public Health Act 2011 (SAPH Act)
(ii) South Australian Public Health (General) Regulations 2013
(General Regulations)
(iii) South Australian Public Health (Legionella) Regulations 2013
(Legionella Regulations)
(iv) South Australian Public Health (Wastewater) Regulations 2013
(Wastewater Regulations)
{Audit Legislation); and
(b) identify opportunities for the introduction of better practices and process
improvement.
3. Scope
3.1 The Audit considered compliance of the Council with the Audit Legislation.
3.2 Materials considered during the Audit were:
(a) the Audit Legislation; and
{b) the documents listed in Attachment A.
3.3  Officers interviewed during the Audit were;

. Darren Isgar — Team Leader Environmental Health
. Chris Benger — Community Health Nurse

® Anthony Jennings — Environ mental Health Officer
) Deepti Sethi — Environmental Health Officer

) Susan Bourne — Environmental Health Officer.

1441127_3::161448::SHD::§HD
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4. Methodology

4.1 The Audit has been undertaken on the basis of reporting on exceptions to
compliance, although some observations as to evident good practice are set out in
Attachment B.

4.2 We identified the Council's legislative obligations by reviewing the Audit Legislation.

4.3 An initial meeting with Darryl Whicker {(Program Leader Internal Audit), Darren Isgar
{(Team Leader Environmental Health) and Robyn Butterfield (Manager Regulatory
Services) to commence the audit process was held at the Council on 21 April 2016.
The timetable for the audit was discussed including timing for receipt and review of
documents, interviewing of Council officers and completion of the final report. A list
of relevant documents was identified. Key Council staff to be interviewed were
confirmed.

4.4  The Council's compliance with the Audit Legislation was ascertained from the
documents listed Attachment A and the information obtained during the interviews
with officers.

4.5 The Council's Risk Management Framework (Framework) has been applied to
assess non-compliances. The risk descriptors, impact descriptors and categories for
reporting risk set out in the Framework are utilised for the assessment of non-
compliances recorded in Attachment C.

4.6 Opportunities for improved practices and processes were also identified during the
Audit. These are described in Attachment D.

4.7 A draft report was provided to Council's management on 3 June 2016.

4.8 A [revised] draft was provided to the Council's risk and audit committee on [insert
date].

5. Summary

5.1 The Audit concluded that the Council has a good level of compliance with the Audit
Legislation.

52 Regional public health plan: Section 51(9)(a) of the SAPH Act requires the Council
to include in the Council's regional public health plan information about issues
identified in any plan, policy or strategy specified by the Minister. The SA Health,
South Australia: A better place to live 2013 (State Public Health Plan) sets out a list
of plans, policies and strategies determined to be appropriate by the Minister at
pages 100-101. The Council's regional public health plan includes information
relating to some but not all of the plans, policies or strategies listed. There is a low
risk to Council of being criticised in relation to the matters omitted from it regional
public health plan.

5.3  Register of high risk manufactured water systems: Regulation 6 of the Legionella
Regulations requires the Council to keep a register of high risk manufactured water
systems registered by the Council under regulation 5. Not all details required to be
maintained are currently recorded on the register. There is a low risk to Council of
being criticised in relation to the information omitted or recorded inconsistently in the
register.
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5.4 Register of wastewater works approvals: The Council does not maintain a
register of wastewater works approvals as required by regulation 27 of the
Wastewater Regulations. There are risks associated with the Council not being able
to access information about the wastewater works if the information was required.
The risk to the Council is currently low as only one application for wastewater works
approval and one consequent approval has been provided under the VWastewater
Regulations.

6. Recommendations

6.1 Regional public heafth plan: The Council is required to review its regional public
health plan once in every five years. We recommend that Council ensures that the
next revision of the regional public health plan includes information about each of the
plans, policies and strategies determined to be appropriate by the Minister.

6.2 Register of high risk manufactured water systems: The register should be
updated so that it contains the information required by the Legionella Regulations.
The Council could provide training to officers on maintaining the register in
accordance with the requirements of regulation 6 of the Legionella Regulations.

6.3 Register of wastewater works approvals: Establish a register of wastewater works
approvals in accordance with regulation 27 of the Wastewater Regulations.

7. Opportunities for improved practices

71 The Audit identified some aspects of the administration of the SAPH Act where
practice improvements could be implemented.

7.2 Practice improvements could be considered in respect of:
(@) instruments of appointment of local authorised officers

(b) the Council's Standard Operating Guideline: Receipt of Complaints and
routine inspection of swimming pools, spas and hydrotherapy facilities, 2015
with respect to immediate closure of public swimming pools to the public

(© the application of the SA Health, Standard for the Operation of Swimming
Pools and Spa Pools in South Australia, 2013 (Pools Operating Standard)
with respect to public swimming pool inspections

(d) application of the SA Health, Guideline for Inspection and Maintenance of
Swimming Pools and Spa Pools in South Australia, 2013 (Pools Inspection
Guideline) with respect to public swimming pool inspections

(e) responses to Legionella detection outlined in the Council's Standard
Operating Guidelines: Registration and inspection of High Risk Manufactured
Water Systems, 2015 and

® Council's template notices regarding shut down or decontamination of cooling
and warm water systems if Legionella is detected.

7.3 We have provided further details with respect to the issues identified and
recommendations for improved practices in Attachment D.
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8. Auditors

The Audit was undertaken by Sallie Harrington Downie (Senior Associate) and
Carolyn Vigar (Partner).
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7
Attachment A: Audit documents
Council documents
Policy
. Administration Policy — Risk Management Framework, March 2009
Guidelines, plans and procedures
. Environmental Health Procedure - Immunisation cold chain, undated
. Environment Health Procedure - Immunisation ordering and receipting of vaccines,
undated
. Environmental Health Procedure — Immunisation vaccination clinics, undated
. Environmental Health Procedure — Immunisation vaccination clinics school, undated
. Public Health Plan, September 2014
. Standard Operating Guideline: Receipt of complaints and routine inspection of

swimming pools, spas and hydrotherapy facilities, 2015

. Standard Operating Guidelines: Registration and inspection of High Risk
Manufactured Water Systems, 2015

Reports
. report to SA Health on the Public Health Plan, 5 September 2014
Instruments of appointment

. instruments appointing Anthony Jennings, Darren Isgar, Deepti Sethi, and Susan
Borne as local authorised officers, 15 July 2013

. instruments appointing local authorised officers: Anthony Jennings, 8 December
2015; Darren Isgar, 4 December 2015; Deepti Sethi, 4 December 2015; Susan
Borne, 5 January 2016 and Al loakim, 3 February 2015

Notices and correspondence

. templates for notices regarding annual inspection and microbiological testing of
registered High Risk Manufactured Water, undated

. templates for notices regarding shut down or decontamination of cooling and warm
water systems if Legionella detected, undated

. email from SA Health requesting report regarding administration of Act, 1 July 2015
. notices to the Chief Public Health Officer on appointment of local authorised officers

Anthony Jennings, Darren Isgar, Deepti Sethi and Susan Borne, 15 July 2013 and Al
loakim, 12 February 2015
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. notice to Chief Public Health Officer of revocation of appointment of Al loakim as a
local authorised officer, 31 December 2015

Files

. file relating to incident of severe domestic squalor, September 2013

. file relating to incident of cryptosperidiosis in swimming pools, April 2016

. file relating to inspection of High Risk Manufactured Water System — cooling water

system located at World Park, September/October 2015

. file relating to inspection of High Risk Manufactured Water System — warm water
system located at West Beach Residential Care, April 2016

. file relating to approval of on-site wastewater works, September 2015 — April 20186.
Registers and records
. record of disinfectant and monitoring of public swimming pools, undated

. Public Swimming Pool and Spa Assessment forms; 22 May 2015, 10 February 2015,
5 November 2014

. print out from register of High Risk Manufactured Water Systems, 31 May 2016
Other documents
Legislation

. South Australian Public Health (Notifiable and Controlled Notifiable Conditions)
Regulations 2012

Policy
. South Australian Public Health (Severe Domestic Squalor) Policy 2014
Guidelines, plans and procedures

. SA Health, Guidelines for the Control of Legionella in Manufactured Water Systems
in South Australia, 2013

. SA Health, Standard for the Operation of Swimming Pools and Spa Pools in South
Australia, 2013

. SA Health, Guideline for Inspection and Maintenance of Swimming Pools and Spa
Pools in South Australia, 2013

. SA Health, On-site Wastewater Systems Code, 2013

. South Australian Health Commission, Code of Practice for the Provision of Facilities
for Sanitation and Personal Hygiene, 1991
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Reports

. Department of Health and Ageing, Approved Qualifications for Appointment as Local
Authorised Officer Under SA Fublic Health Act 2011, 2015

. Office of the Chief Public Health Officer, Interim Guideline for Provision of Reporting
on Regional Public Health Plans 2014, 2014

. SA Health, A Foot in the Door: Stepping fowards solutions to resolve incidents of
severe domestic squalor in SA, 2013

. SA Health, South Australia: A better place to live 2013
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9.3.6 Facilitative Audit - Debtor Management (Stage 1 - Gap Analysis)

Brief
This report presents the result of the Gap Analysis component of Stage 1 of the Facilitative Audit

- Debtor Management (Stage 1 - Gap Analysis).
RECOMMENDATION(S)

It is recommended to the Audit and Risk Prescribed General Committee that this report be
received.

Introduction
This report presents a progress update of Stage 1 of the Facilitative Audit - Debtor Management

(the audit). The audit scope was approved during April 2016 to be undertaken by the contract
internal auditor and is attached (Attachment 1).

Discussion

The purpose of the first stage of this audit is to work collaboratively with stakeholders to
undertake high level benchmarking of debt management and to assess the current state of debt
management documented in a gap analysis. The 'Gap Analysis' is attached (Attachment 2)
which documents the current state of debtor management measured against the Local
Government Act 1999 and the better practice model.

The audit comprised the following processes:

Opening meeting held May 2016 with the audit team comprising:

Walk-through of current process with Manager Finance and the Rates Officer - June 2016
Draft Gap Analysis issued - July 2016

Review by the General Manager Corporate and Regulatory - July 2016

Final Gap-Analysis presented - July 2016

The audit found that CWT's debt collection processes follow many good practice principles and
have a strong level of compliance with legislative requirements. The development of a
policy/procedure provides the opportunity to clarify the organisation's position on some areas of
debt collection, including:

e guidelines around the application of s184 of the Local Government Act 1999 (sale of land for
non-payment of rates);

o formalising CWT's position on the use of discounts and other incentives to encourage prompt
payment, and application of penalties for late payment;

¢ the nature and frequency of reporting of debtor data,

e guidelines for debt collection action for sundry debtors (currently at the discretion of
responsible managers);

o the use of payment plans / other flexible payment options; and

e remission and postponement of payment for sundry receivables.

Next Steps: Stage 2 - continued - Solutions and Project Plan

The Gap Analysis will be used to inform the next part of the audit which requires Galpins to assist
with the development of a draft policy/methodology including documenting the process for debt
escalation, recover, waiver or write off. A technical specification will also be developed by the
Administration to quote for debt management services with reference to correcting those gaps
and/or control weakness identified.
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The Continuous Improvement team is currently undertaking a 'Lean’ process to improve
efficiency around the debt management process. It is envisaged that audit meet with these
stakeholders to help inform the development of the policy and technical specification.

Conclusion

The Facilitative Audit - Debtor Management is underway with the current state of compliance
documented in the attached Gap Analysis. This report will be used by the audit team as the basis
to design policy/process documents which corrects those gaps identified and which reflect the
business needs, legislative requirements and best practices. These process improvements will
be reflected in a technical specification to be used for future tender/quotation purposes.
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ATTACHMENT 1

N

City of West Torrens
Between the City and the Sea

Facilitative Audit

Debt Management

Introduction

The approved Internal Audit Program 2015-16 provides for a facilitative internal audit
of Debt Management. The City of West Torrens (CWT) has not documented a debt
management policy or debt methodology. At the same time long standing debt
recovery outsourcing arrangements do not comply with Procurement Palicies
because of the absence of a competitive process and formal contract document.

However, debt management and collection is occurring and it should be
acknowledged that CWT's outstanding rates as at 30 June 2015 is low at around
1.3% of total rates. The absence a broader debt methodology provides that for
auditing purposes the debt management practices are immature and therefore a
facilitative audit is the preferred audit approach.

Audit Objectives

Facilitative audits aim to quickly assess the current state of immature practices and
to work with stakeholders through facilitation, advice and consultation to identify
process gaps and to establish risk based objectives and agreed outcomes which
comply with internal policies, relevant legislation and ensures risk is managed to an
acceptable level.

Audit Scope

Stage 1: The objectives of the audit are to work with stakeholders to:

¢ Undertake a risk assessment against the process of debt management in its
current state.

« Undertake high level benchmarking of debt management policies and debt ratios
within the local government sector to propose methodologies which are effective
and efficient in managing debt.

e To assess the current state of debt management and document a risk-based gap
analysis which proposes findings for implementation.

Stage 2: The objectives of the audit are to work with stakeholders to:

e Develop debt management policy/methodology content including documenting
the processes for debt escalation, recovery, waiver or write off.

« Develop a technical specification to quote for services with reference to
correcting those gaps and/or control weaknesses identified and/or review options
available through pre-existing purchasing panels.
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Approach

A key component of the audit is to conduct interviews with key
managers/supervisors, staff and stakeholders to establish any issues, concerns and
potential improvements. The Program Leader Internal Audit and Risk will discuss the
scope and overview of work to be performed with the Manager Financial Services
prior to the commencement of testing.

A review of available documentation such as legislation, policies, agreements,
procedure manuals, performance reports etc will be undertaken. This is critical in
supporting review comments and providing evidence to support audit conclusions.
Field-testing may be undertaken to establish whether or not controls are in place and
are effective in addressing extreme or high risks.

The audit is to be assessed using CWT approved Risk Management Framework and
tools.

Proposed Audit Team

Internal Work Group

Finance Department Manager Financial Services

Finance Department Rates Coordinator and/or Rates and
Recovery Officer

Procurement Procurement Officer

Independent Assurance Auditor

Galpins | Partner and/or Senior Associate

Risks

Potential risks associated with Debt Management include as identified by Internal
Audit include, but is not limited to:
e Council does not raise the correct level of rate income.
e Inconsistent approach to debt management resulting in:
o Letters of complaint
o External investigations
o Council decisions being overturned and/or;
o Media coverage resulting in reputation damage.
e Procurement policies are not adhered to resulting in reduced opportunity for
cost savings and better practice opportunities
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General Administration
This audit will be performed by Galpins.

Initial planning, interview and scoping commenced on April 2016 with fieldwork and
reporting to be conducted between April and June 2016.

A draft report will be issued at each stage for comment and to allow for corrections of
fact and management comments to be incorporated. The final report will be issued
to the Executive Management Team for approval.

The final approved report at each stage will also be tabled at the Audit and Risk
Committee meeting for review.

The draft report for management consideration should be completed by the end of
June 20186.

Audit Findings and Recommendation Ratings

Compliance Rating

Findings are classified as having a good level of compliance, a substantial level of
compliance, a partial level of compliance or as being not compliant.

Recommended actions are classified as corrective where they relate directly to
legislative, policy or procedural requirements and/or present an unacceptable level of
risk to Council and improvement where they are in response to generally accepted
industry standards or better practice.

Definitions are as classified in the table below.

| Non compliant | There is no evidence of compliance with legislation,

B | policy, procedure and/or internal controls.

| Partial level of | There is partial evidence of compliance with legislation,

| compliance | policy, procedure and/or internal controls.
Substantial level of | There is a substantial level of compliance with

| compliance | legislation, policy, procedure and/or internal controls.

' Good level of - There is a good level of compliance with legislation,

| compliance _ | policy, procedure and/or internal controls. ) i

Control Risk Rating

Findings/issues are classified in accordance with a risk rating consistent with
Council’s Risk Management Framework so that recommendations are reported as:

Extreme risk recommendations

High risk recommendations

Moderate risk recommendations

Low risk recommendations

Better practice or improvement recommendations
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Sign Off

| have read the above Internal Audit Assignment Plan and | am satisfied the
objectives and scope meet the expectations for this audit.

Signed

General Manager Business and
Community Services

Date @\ L\
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ATTACHMENT 2

@:pins/

Accountants, Auditors & Business Consultants

City of West Torrens

Debt Collection Process
Gap Analysis May 2016 - Overview

The Council does not currently have a debt collection policy. Whilst the existence of a debt
collection policy is included in the Better Practice Model — Financial Internal Control for SA Councils
as a “core control”, it is not a mandatory or legislative requirement to have one. Administration is of
the view that a debt collection policy is not necessary, and instead that introducing an internal
documented debt collection procedure to assist with knowledge transfer and succession planning
for the future will be of benefit to Council.

Galpins has performed a gap analysis of existing debt collection processes used by Council against
legislative requirements and general principles of good practice, including consideration of the debt
collection policies / procedures of other SA Councils. This gap analysis forms an important input into
the development of a new documented procedure.

The gap analysis indicates that Council’s existing debt collection processes follow many good
practice principals, and have a strong level of compliance with legislative requirements.

The development of a documented procedure provides the opportunity to clarify Council’s position
on some areas of debt collection, including:

¢ guidelines around the application of s184 (sale of land for non-payment of rates);

« formalising Council’s position on the use of discounts and other incentives to encourage
prompt payment, and application of penalties for late payment;

e the nature and frequency of reporting of debtor data;

¢ puidelines for debt collection action for sundry debtors (currently at the discretion of
responsible managers);

« the use of payment plans / other flexible payment options; and
s remission and postponement of payment for sundry receivables.

Full details of the Gap Analysis are provided in the attached table.
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9.4 EXTERNAL AUDIT
9.4.1 BDO Audit 2015/16 - Annual Audit Plan and Interim Management Letter

Brief

This report provides the Audit and Risk Prescribed General Committee with BDO's Annual Audit
Plan and Interim Management Letter in relation to the 2015/16 external audit.

RECOMMENDATION(S)

It is recommended to the Audit and Risk Prescribed General Committee that BDO's
correspondence be received.

Discussion

Council's appointed external auditor, BDO, has submitted its 2015/16 Annual Audit Plan
(Attachment 1) and Interim Management Letter (Attachment 2) in relation to their external audit
at the City of West Torrens.
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CITY OF WEST TORRENS

Annual Audit Plan

Year ended 30 June 2016

ATTACHMENT 1
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ATTACHMENT 2
Tel: +61 8 7324 6000 Level 7, BDO Centre
Fax: +61 8 7324 6111 420 King William Street
 —— www.bdo.com.au Adelaide SA 5000
GPO Box 2018, Adelaide 54 5001

AUSTRALIA

Mr Arthur Mangos

Presiding Member - Audit and Risk Committee
City of West Torrens

HILTON SA 5033

4 July 2016

Dear Arthur
INTERIM REPORT ON THE 2016 EXTERNAL AUDIT

We are pleased to provide the members of the Audit and Risk Committee an update on the 2016
External Audit.

We have conducted our interim audit visit, in line with our audit plan distributed to the Audit
and Risk Committee. Our work to date has covered:

= QOur annual assessment of risk and potential implications for the audit of the financial report.

= Our annual assessment of risk and potential implication for the audit opinion on internal
controls.

= A review of internal controls and determination of those which will be relied upon and tested
as part of our audit strategy for the audit of the annual financial statements.

+ Interim testing of internal controls for the audit opinion on internal controls

¢ Interim testing of a sample of transactions in revenue, operating expenditure and payroll
functions.

= Review of interim results and analytical review to identify any unusual trends or items which
might require additional audit attention.

¢ Review of interim testing to ensure that there are no underlying deficiencies in internal
controls or matters which would require additional attention as part of our audit on the
financial report.

We have also updated our knowledge in relation to key issues that were identified in our audit
planning process, as follows:

« Revaluation of infrastructure assets including roads, kerbs and gutter.
» Cut-off of grant funding.

= Accounting of sale of 5t Martins Aged Care Facility.

¢ Accounting for items captured within Capital Work In Progress, and

= Management Override of Internal Controls

This list set out issues where there will be some form of financial reporting consideration and
impact on the financial statements at 30 June 2016.

BDO Audit (SA) Pty Ltd ABN 33 161 379 086 is a member of anational association of independent entities which are all members of BDO (Australia) Ltd ABM 77 050 110 275,
an Australian company limited by guarantee. BDO Audit (SA) Pty Ltd and BDO (Australia) Lid are members of BDO International Ltd, a UK company limited by guarantee, and
form part of the intemational BDO network of independent member firms. Liability limited by a scheme approved under Professional Standards Legislation (other than for
the acts or omissions of financial services licensesas).
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Revaluation of assets

As noted above, we had identified revaluation of infrastructure assets with reference to
Australian Accounting Standard AASB 13 Fair Value Measurement as a key issue in our audit
planning process.

Council revalue all material asset classes on a regular basis such that the carrying values are not
materially different from fair value. This revaluation is carried on a rotation basis. During
financial year ending 30 June 2016, Council will revalue a large portion of infrastructure assets
being roads, kerbs and gutter.

We have met with management and been updated as to the status of the revaluation progress
and were informed that the work of the expert engaged by Council is drawing to a conclusion.
Once this has been reviewed and confirmed by management the necessary adjustments will be
made in the accounting records, prior to 30 June 2016.

Accounting of sales of Sale of St Martins Aged Care Facility

We have been briefed by management on the progress in relation to the disposal of St Martins
Aged Care Facility. It’s of our understanding that the ownership of St Martins Aged Care Facility
was officially transferred out of the Council on 1% July 2015 and the settlement was finalised in
October 2015. As at the completion of the interim visit, no journal has been booked to account
for the disposal of St Martins Aged Care Facility. We understand that this process is likely to
commence in May 2016.

We have obtained the sale contract and settlement statements for an initial review, and have
offered to assist management in their considerations regarding the accounting and disclosure
implications. We note that AASB 5 Non-Current Assets Held for Sale and Discontinued Operations
will require the disclosure a single amount in the statement of comprehensive income comprising
the total of the gain recognised on the disposal of the group of assets and liabilities comprising
the discontinued operation.

We will obtain the journal and supporting documentation to review when this becomes available.
Capital Work In Progress

We have also been briefed by management on the progress in relation to Capital WIP in
particular the capitalisation and / or expense of items. It is expected that the underlying asset
records will be updated as part of year end closing with reconciliations completed before the
commencement of the audit on 12 September 2016.

Update on audit opinion in relation to internal controls

We have commenced work planning for and testing internal controls for the purpose of providing
an audit opinion on Council’s internal controls, based on the criteria in the Better Practice Model
- Financial Internal Control for South Australian Councils as issued by the Local Government
Association of South Australia.

At the time of this report we have not completed testing of all the core controls identified in this
document because some relate to an annual process and will not occur until year-end, or others
are more closely aligned to testing we would normally conduct after year end. We do not
currently have any material exceptions that we believe would lead to a qualification to the audit
report on internal controls.
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Reporting points arising from 2015 audit

We have also reviewed the status of points arising from the 2015 audit

T T S S

We recommend management should We have not noted any instance of
consider strategies to ensure that control failures due to the segregation
controls still operate and segregation of duties as a result of the interim audit

of duties still occurs during periods of procedures. We will revisit this during
leave or absence of key staff, our year end visit and report the final
status to you via our Completion Report.

Other reporting matters

Further from the new and emerging development that we have communicated to you in the
Annual Audit Plan, the matter below will impact the Council in the next reporting period:

e  AASB 124 amendment: This requires that not-for-profit sector entities provide related party
disclosures in the same way as their “for-profit” counterparts. That will include details of
remuneration of Key Management Personnel, and transaction with other related parties.
This standard applies for reporting periods beginning on or after 1 July 2016, although early
adoption is permitted. Though management is not seeking to early adopt this standard, we
recommend that processes are put in place to collect the necessary data from 1 July 2015,
for the purposes of comparative information in the financial statements for the year ending
30 June 2017.

Please contact me if you have any questions or need any further information.

Yours sincerely

BDO Audit (SA) Pty Ltd

Geoff Edwards
Director
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9.5 COMMITTEE PERFORMANCE AND REPORTING
9.5.1 Audit and Risk Prescribed General Committee Annual Report 2015-2016

Brief

This report presents the Annual Report of the Audit and Risk Prescribed General Committee for
the 2015/16 financial year.

RECOMMENDATION(S)

It is recommended to the Audit and Risk Prescribed General Committee that its 2015/16 Annual
Report be approved for presentation to Council at its 6 September 2016 meeting.

Introduction

At its 26 June 2012 meeting, the Audit and Risk Committee (the Committee) recommended and
Council subsequently resolved that:

1.  An Annual Report for the Audit and Risk Committee be presented to Council in September
of each year, detailing the activities of the Committee during the preceding financial year.

2.  The Independent Members of the Audit and Risk Committee be requested to attend the
Council meeting at which the Committee’s Annual Report is presented to respond to any
questions or queries the Elected Council may have.

3.  This draft Annual Report be presented to the Committee for adoption in August of each
year prior to its presentation to Council.

This report acts as the Annual Report of the Committee in line with this resolution.

Discussion
Audit and Risk Prescribed General Committee Membership

Each Committee serves a four year term which is aligned to the term of the Council. The current
Committee was established following the November 2014 Council Elections and during
2015/2016 comprised the following members:

e Cr A Mangos (Presiding Member)

e CrJWoodward (Elected Member)

e Mr R Haslam (Independent member)
e Ms E Moran (Independent member)
e Mr S Spadavecchia (Independent member)

Meetings and Attendance
This Committee met on four occasions during the 2015/16 financial year. Attendance at the
Committee is detailed below:

Committee Member Number of
meetings
attended

Cr A Mangos (Elected Member / Presiding Member) 2

Cr J Woodward (Elected Member)

Mr R Haslam (Independent member)

Ms E Moran (Independent member)

W B~ DD

Mr S Spadavecchia (Independent member)
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In accordance with s126(4)(a) of the Local Government Act 1999, a key function of the
Committee is to review the annual financial statements of the Council. This occurred at the 20
July 2015 meeting of the Committee.

In addition, the other substantive issues dealt with by the Committee during the course of the
year were:

e The review of the Council annual financial statements (Statements) for the year ended 30
June 2015 and subsequent recommendation to Council to approve the Statements.

¢ Review of the Auditor's internal control opinion

¢ Review and approval of the Internal Audit Program 2015-16 including its risk based
methodology.

e The review of internal audit reports and the monitoring of the implementation, by
management, of recommendations made.

e The review and subsequent recommendation to Council to approve the engagement of the
external auditor ensuring that the appointment arrangements comply with legislation.

e The review of external audit findings and the monitoring of the implementation, by
management, of recommendations made.

e The review of key assumptions and considerations as part of the 2015/16 Budget process.

¢ The annual review of the Council and Employee Register of Gifts, Benefits and Hospitality.

¢ The notation of the 2015-16 annual and mid-year review of the organisation's Strategic Risks.
e The Committee’s annual self-evaluation.

e Review and subsequent recommendation to Council to approve the engagement of the
external auditor ensuring that the re-appointment arrangements comply with legislation.

e Presentation of the Committee’s Annual Report to Council to the 1 September 2015 meeting
of Council by Mr Ross Haslam.

Members of the Committee also undertook conflict of interest and informal gatherings awareness
training on 17 March 2016, following the commencement of the Local Government (Governance
and Accountability) Amendment Act 2015.

Conclusion

This report presents a summary of the activities of the Audit and Risk Prescribed General
Committee for the 2015/16 financial year.
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10. OTHER BUSINESS

11. NEXT MEETING

9 August 2016, 6.00pm in the Mayor's Reception Room.

12. MEETING CLOSE
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